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Abstract

To address one of the most challenging industry problems, we develop an en-

hanced training algorithm for anomaly detection in unlabelled sequential data

such as time-series. We propose the outputs of a well-designed system are drawn

from an unknown probability distribution, U , in normal conditions. We intro-

duce a probability criterion based on the classical central limit theorem that

allows evaluation of the likelihood that a data-point is drawn from U . This

enables the labelling of the data on the fly. Non-anomalous data is passed to

train a deep Long Short-Term Memory (LSTM) autoencoder that distinguishes

anomalies when the reconstruction error exceeds a threshold. To illustrate our

algorithm’s efficacy, we consider two real industrial case studies where gradually-

developing and abrupt anomalies occur. Moreover, we compare our algorithm’s

performance with four of the recent and widely used algorithms in the domain.

We show that our algorithm achieves considerably better results in that it timely

detects anomalies while others either miss or lag in doing so.
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1. Introduction1

Anomaly detection is the task of discovering data patterns whose character-2

istics statistically differ from those available during training (regarded as nor-3

mal). Several challenges make anomaly detection a formidable task in practice.4

In general, it is not easy to characterise every possible normal behaviour, and5

therefore, distinguishing the abnormal behaviour (especially on the boundaries)6

can become difficult. Moreover, in many areas, the characteristic notion of nor-7

mal behaviour evolves through time, and those currently regarded as normal8

might represent anomalies in the future. For example, jet engines go through9

several modes during their operations that result in similar characteristics as10

anomalies. Additionally, anomalous data characteristics differ from one domain11

to another, which makes the extension not easy. Due to such difficulties, most12

of the current anomaly detection methods solve a domain-specific formulation13

of the problem.14

Anomaly detection in time-series is one of the main challenges in today’s indus-15

try, where an unprecedented number of sensors are utilised to monitor various16

processes. Consequently, extensive research has been carried out to develop17

intelligent agents to solve the problem and facilitate remote monitoring chal-18

lenges. These agents often rely on algorithms that require offline training on19

“clean” or labelled data, which is costly and labour-intensive. Moreover, in gen-20

eral, these agents are not designed to adapt easily from one domain to another.21

Additionally, it is often required to trade off between accuracy and false-alarm22

rates — especially when dealing with complex systems with several operation23

modes [1, 2, 3].24

1.1. Related work25

A comprehensive review of the anomaly detection problem and current limita-26

tions are given in [2]. Here, we give an overview of common supervised and27

unsupervised techniques for anomaly detection and briefly discuss them.28
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1.1.1. Supervised Algorithms29

Many of the supervised algorithms are based on one-class classification using30

Support Vector Machines (SVMs). In the training process, SVMs use kernels31

(e.g., radial basis functions) to learn complex boundaries containing training32

data instances. For each test instance, SVM is used to determine whether the33

instance falls within the learned region. Instances that fall outside these regions34

are called anomalous. Examples of such algorithms include [4, 5].35

Model-based methods are another approach to anomaly detection. Specifically,36

these models are sought after in industries where a system’s behaviour can37

be described via a mathematical model. Some of these approaches include38

observer-based [6, 7], parity-space-based [8], and parameter identification-based39

methods [9]. The main challenge in this approach is the development difficulty40

encountered when dealing with complex non-linear systems.41

Although in recent years, deep neural networks have been mainly used to de-42

velop unsupervised algorithms [10, 11], they are also used to develop supervised43

anomaly detection algorithms for one-class, as well as multi-class settings [12].44

The application of these networks typically consists of two stages. First, a neu-45

ral network is trained on previously labelled “normal”’ data to learn a latent46

representation that describes the expected behaviour. The model is then fed47

with test data that can contain anomalies that are detected if they are rejected48

by the model [13].49

Supervised anomaly detection techniques are, in general, very accurate and50

straightforward to optimise. They also offer the freedom to influence prior51

knowledge in the design. However, the significant difficulty in developing these52

algorithms concerns the scarcity of the labelled data. Additionally, the training53

procedure naturally prevents them from online anomaly detection.54

1.1.2. Unsupervised Algorithms55

Despite the increasing availability of data, the lack of appropriate training56

examples remains one of the major challenges for anomaly detection. Conse-57
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quently, in applications where the anomaly is rare but can be catastrophic,58

unsupervised learning schemes are often the better choice.59

A common class of these algorithms are known as changepoint detection (see [14]60

for a detailed survey), where changepoints are defined as abrupt variations in the61

generative parameters of a data sequence. These techniques mainly rely on in-62

ferences drawn from the statistical analysis of data. A well-established example63

is the Bayesian online changepoint detection algorithm [15], where a sequence64

of observations x1, x2, ..., xT may be divided into non-overlapping product par-65

titions, and the data within each partition are independently and identically66

sampled from some probability distribution. Then, the probability distribution67

of the length of the current “run” since the last changepoint is computed, and it68

is inferred whether the current point is a changepoint. Although the algorithm69

is highly modular and can be applied to various data, the probability distri-70

bution of the complete run lengths is computed repeatedly. Therefore, as the71

length, n, increases, it becomes more computationally expensive (i.e., O(n2))72

to infer changepoints. This is especially significant in industries where data is73

generated fast and in high volumes.74

Another example of changepoint algorithms is [16], where two detectors are de-75

veloped to analyse the data streams’ statistical properties, and a changepoint76

is detected when both detectors find a significantly different pattern from those77

available in training. Although this method can be employed as an online algo-78

rithm, the training process is offline.79

Robust Principal Component Analysis (RPCA) [17] is another method that80

shown successful anomaly detection. The method proposes that the data, X ,81

can be divided into two parts such that X = LD + S, where LD, the true82

low-rank component, can be effectively reconstructed, and the sparse matrix S83

is the part that contains anomalies. However, these implementations of PCA84

normally require a thorough examination of the full dataset and are not suitable85

for scenarios where future data is not available.86

Symbolic Aggregate Approximation (SAX) [18] is another example of unsu-87

pervised algorithms where the data is split into segments. Then a symbolic88
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representation for each segment is generated that allows for dimensionality re-89

duction and novelty detection. However, a significant shortcoming of SAX is90

that it only reflects the segment mean values and does not consider the tempo-91

ral information (e.g., the trend of a change). Moreover, similar to RPCA and92

RDA, it requires examining the full data-set a priori to generate symbols.93

Autoencoders are another unsupervised learning technique where neural net-94

works are leveraged to learn latent representations of the data. These archi-95

tectures have gained much attraction for anomaly detection [19, 20, 21]. They96

are designed to reconstruct the input at the output, where the reconstruction97

error is used as a metric to detect anomalous data. An interesting variation98

of these architectures is Long Short Term Memory (LSTM) networks used for99

the encoding and decoding units. LSTM networks are recurrent neural net-100

works that have shown state-of-the-art performance in sequence learning tasks,101

including anomaly detection [22, 23]. An LSTM-based encoder maps the in-102

put sequence to a latent vector representation of fixed length. Then, the de-103

coder, another LSTM network, uses the latent representation to reconstruct104

the input sequence. LSTM-based autoencoders achieve even better results in105

anomaly detection compared to autoencoders [24, 25, 26]. However, significant106

improvements in detection accuracy can only be achieved using complex LSTM107

networks with large memory requirements and high computational complexity108

[27]. Therefore, efficient hardware architectures and compression schemes for109

LSTM networks have been proposed [27, 28, 29, 30] to meet the desired low-110

latency and energy-efficiency requirements of the real-world applications. For111

example, [31] uses LSTM networks to monitor the LHC superconducting mag-112

nets at CERN despite the very low time resolution (one sample for 400 ms) of113

the data. Nonetheless, a major limitation of autoencoders is that the noise and114

outliers within the input data impair the performance of the algorithms [2, 4].115

In summary, in industrial settings, existing methods suffer from one or more of116

the following limitations [2, 4]:117

a) lack of robustness against noise (e.g., [23]);118
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b) inability to perform online anomaly detection (e.g., [18]).119

c) non-linear computational complexity as more data is observed (e.g., [15]);120

Due to the scarcity of labelled datasets, these limitations and challenges hinder121

the otherwise strong performance of LSTM autoencoders for anomaly detection.122

Therefore, an enhanced training algorithm is required which has the following123

desired properties: i) it enables unsupervised labelling of data to reduce obser-124

vation noise, ii) it can be applied for both online and offline, iii) it is memory-125

efficient so that it is suitable for big data, iv) it can be configured to trade off126

the false-alarm rate for accuracy.127

Against this background, this paper proposes an algorithm that addresses the128

limitations of the existing works and exhibits the properties above. In particu-129

lar, this algorithm improves the performance of LSTM-based autoencoders and130

especially suits the cases where the unlabelled training data consists of incidents131

or patterns that are characteristically similar to anomalies. In more detail, it132

achieves these by:133

a) implementing a novel training technique that reduces the amount of noise134

and outliers in the training data. This feature, as shown in Section 4,135

achieves considerably better results in terms of time and accuracy com-136

pared to other LSTM, LSTM autoencoder, and autoencoder algorithms137

[23, 25, 32, 33] that are known from their superb performance [2, 34, 35].138

b) iteratively updating the algorithm’s parameters, using a sliding window,139

which enables online detection of anomalies.140

c) requiring only a fixed number of data points, which ensures a linear time141

complexity and a constant space complexity.142

The rest of this paper is organised in the following format: Section 2 provides143

a preliminary background of autoencoders and LSTM networks. Section 3 con-144

tains the main contributions of this work and gives our unsupervised algorithm145
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developed for anomaly detection in time-series. Section 4 describes the indus-146

trial case studies and gives a comparison of our algorithm with some of the147

state-of-the-art algorithms, and Section 5 concludes the paper.148

2. Basic Preliminaries149

2.1. Deep Autoencoders150

Autoencoders are one of the most desirable types of artificial neural networks for151

unsupervised learning, trained to reconstruct the input at the output through152

back-propagation. They were originally developed for feature extraction and153

internal representation learning [36] and were later extended for anomaly de-154

tection [37] and non-linear dimensionality reduction [38]. Starting from some155

d-dimensional input X ∈ R
d that is drawn from an unknown distribution q′(X),156

autoencoders are trained to learn a latent representation of the input, Y ∈ R
d′

,157

through either a stochastic or deterministic mapping q′(Y |X ; θ) parameterised158

by a vector of parameters θ.159

2.1.1. Maintaining the Input Information160

Let p and q, depending on the context, denote both probability density func-161

tions or probability mass functions. Additionally, let p(X), p(Y ), p(X,Y ),162

and p(X |Y ) denote the marginal probabilities, the joint, and the conditional163

probability for random variables X and Y . Moreover, following the litera-164

ture convention, p(x), p(X |y), and p(x|y) denote p(X = x), p(X |Y = y), and165

p(X = x|Y = y).166

Consider a deterministic mapping, q(Y |X ; θ), from the input to the latent rep-167

resentation parameterised by θ. It is imperative that this representation retains168

sufficient information so that it can be used to reconstruct the input with min-169

imal error. This criterion can be expressed as maximising the mutual informa-170

tion between the input and the latent representation, I(X ;Y ). Mathematically,171

I(X ;Y ) can be written in terms of marginal and conditional entropies:172

I(X ;Y ) = H(X)−H(X |Y ) .
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In the case where Y = X , then I(X ;Y ) = H(X) −H(X |X) = H(X). If X and173

Y are independent (X |= Y ), then knowing Y will not reveal any information174

about X and therefore, I(X ;Y ) = H(X)−H(X |Y ) = H(X)−H(X) = 0.175

argmax
θ

I(X ;Y ) = argmax
θ

(

H(X)−H(X |Y ) .

)

It is easy to see that θ has no influence on H(X) and therefore the problem176

reduces to finding θ such that:177

argmax
θ

I(X ;Y ) = argmax
θ

(−H(X |Y )) . (1)

Theorem 1 (Gibb’s inequality). For two probability distributions p and q,178

the following inequality for cross-entropy always holds:179

H(p, q) ≥ H(p) .

The proof follows from the fact that the cross-entropy of distributions p and180

q can be defined as H(p, q) = H(p) + DKL(p||q). Since the Kullback-Leibler181

divergence, DKL(p||q), is non-negative [39], it follows that H(p, q) ≥ H(p).182

Therefore, following Theorem 1, a lower bound can be imposed on (1) using a183

conditional distribution p(X |Y ; θ′) parameterised by some θ′. Then the problem184

of maximising the mutual information can be reformulated as maximising the185

lower bound and since:186

Eq(X,Y )[log q(X |Y )] = −H(X |Y ) ,

where E denotes the Expectation, then:187

Eq(X,Y )[log p(X |Y )] ≤ Eq(X,Y )[log q(X |Y )] ,

which corresponds to maximising the mutual information. Moreover, assuming188

a deterministic mapping, Y = gθ(X), the optimisation problem can be written189

as:190

8



max
θ,θ′

Eq(X)[log p(X |gθ(X); θ′)] .

However, since q(X) is unknown, an empirical average, Eq̃(X), over available191

samples can be used:192

max
θ,θ′

Eq̃(X)[log p(X |gθ(X); θ′)] ,

which is the reconstruction error criterion for training autoencoders [40]. An193

autoencoder in its simplest form is composed of an encoder and a decoder. The194

encoder is the affine transformation gθ : Rd → R
d′

that maps the input x to a195

latent representation y, followed by a non-linearity:196

gθ(x) = σ(Wx+ b) ,

where σ(x) := 1
1+e−x

is the sigmoid function, W ∈ R
d′×d is the weight matrix197

and b ∈ R
d′

is the bias vector.198

Then, the decoder is the transformation fθ′ : Rd′ → R
d that maps the latent199

representation y to z ∈ R
d, which is a reconstruction of x:200

fθ′(y) = σ(W′y + b′) ,

where θ′ = {W′,b′} with appropriate dimensions. z should not be considered201

the exact replica of x. However, minimising the reconstruction error L(x, z) ∝202

− log p(x|z) results in obtaining a θ′ (if exists) that can reconstruct x with a203

high probability. The optimisation problem can be equivalently described with:204

argmax
θ,θ′

Eq̃(X)[log p(X |gθ(X); θ′)] .

Several variations of autoencoders have been developed to learn richer repre-205

sentations and avoid learning an identity function. A trivial solution to ensure206

learning richer representations is by using deep autoencoders [19, 40]. Deep207

autoencoders implement high degrees of non-linearity that enable them to learn208

complex functions compactly. Therefore, deep autoencoders can be combined209

with recurrent neural networks such as LSTMs to process sequence data.210
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2.2. Long Short-Term Memory Networks211

The application of Deep Neural Network (DNN) architectures have resulted212

in significant achievements in many areas, especially in time-series modelling213

[41]. This success is mainly attributed to these networks’ stacked architecture214

that allows a complex task to be partially solved in each layer. One variation of215

DNNs is the Recurrent Neural Networks (RNNs) when unfolded in time. The216

primary function of the layers in RNNs is to offer some memory rather than a217

hierarchical processing setting, which is seen in deep neural networks.218

An important class of RNNs are LSTM networks that are suitable to represent219

sequential data. They address the vanishing gradient problem, seen in vanilla220

RNNs, through multiplicative gated units. LSTM networks have been applied221

widely in areas such as time-series analysis [42], natural language processing222

[43], and speech processing [44]. As in dense DNNs, a temporal hierarchy of the223

sequential data is best preserved when hidden layers are stacked to build deeper224

recurrent networks [45]. Moreover, stacked LSTM networks can be organised225

to form an autoencoder that can perform anomaly detection once trained on226

somewhat “clean” data.227

3. Unsupervised Labelling of The Data228

Through many observations of data, autoencoders learn to minimise recon-229

struction error between the input and output. When training is complete, any230

similar data fed to autoencoders produces a reasonably small reconstruction er-231

ror. However, if the new data is statistically different from what is seen during232

the training process, autoencoders fail to reconstruct it properly at the output,233

resulting in a large error. It is this residual error that indicates the presence of234

an anomaly.235

Autoencoders are typically trained on large historical datasets. In many indus-236

tries, it is costly or impossible to have the training data labelled. If the training237

data contains anomalies, autoencoders learn to reconstruct them with a mini-238

mal error resulting in the dismissal of similar types when unseen (new) data is239
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processed. Therefore, here, a probabilistic approach is introduced that assigns240

a probability to data points that indicates whether or not they are anomalous.241

More specifically, assume that all non-anomalous data points are drawn ran-242

domly and independently from an unknown probability distribution U . It is243

intended to find the probability that whether a data point, x, being considered244

for training, is coming from U . If p(x ∈ U) satisfies some confidence level, it245

is passed for training, otherwise discarded. Hence, the model (an LSTM au-246

toencoder) is trained only on non-anomalous data, and the reconstruction error247

is increased significantly if an anomaly is detected. This problem is termed248

as the outlier-rejection problem, and the main implementation challenge is the249

limited knowledge about U , except the random samples drawn independently250

(with replacement). Although U cannot be approximated directly, the central251

limit theorem suggests these random samples can be used to infer whether or252

not the data is anomalous. This is by introducing a probability criterion that253

evaluates the likelihood that a data point is drawn from U —thereby addressing254

the outlier-rejection problem.255

Definition 1. A sequence of cumulative distribution functions {Fn} is said to256

converge in distribution to the CDF F , denoted by Fn =⇒ F , if257

lim
n→∞

Fn(x) = F (x) ,

for every continuity point x of F .258

For completeness, the central limit theorem is given in the following theorem:259

Theorem 2 (Central limit theorem [46]). Let {X1, ..., Xn} be a sequence260

of independent and identically distributed random variables sampled from a dis-261

tribution with mean µ and variance σ2 < ∞. Denote the sample average by Sn,262

then as n → ∞, the sample averages converges in distribution to N (µ, σ√
n
).263

Implicitly, Theorem 2 states when repeated independent random samples are264

drawn from an unknown distribution with mean µ and variance σ2, provided a265
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large sampling size (conventionally n ≥ 30, see e.g., [47]), the sampling distri-266

bution of the sample means approaches the normal distribution N (µ, σ2

n
). This267

idea paves the way for designing our outlier rejection algorithm. Using Theorem268

2, the outlier rejection problem can be reformulated to assert, by means of a269

z-score, whether a data-point disturbs the underlying normal distribution of the270

collection of averages (termed as population) of sufficiently large samples drawn271

from U .272

3.1. The training procedure273

A fixed-length First-In-First-Out (FIFO) buffer of length b captures the stream-274

ing data. The mean of the data points held inside, denoted by x̄, is calculated275

upon arrival of each new data point (lines 1-7 of Algorithm 1). The collection of276

these means (termed as samples) form what is referred to as the “population”.277

The hypothesis is that the data points stored in the buffer construct the “sam-278

ples” drawn from U . Since data points can appear repeatedly, the sampling279

process is considered to be with replacement which guarantees the samples’ in-280

dependence. As the population size gets larger (i.e., more data is received),281

Theorem 2 guarantees that the underlying distribution of the population (col-282

lection of means) converges to that of a normal unless the samples are drawn283

from another distribution (i.e., the underlying distribution of anomalies).284

Therefore, the samples are compared, by means of a z-score, with the population285

at the arrival of each data-point (lines 8 - 18 of Algorithm 1). The resulting286

z-score is then thresholded (line 19 of Algorithm 1) for a desired confidence level287

[48] and the corresponding data-point is not passed for training if the threshold,288

T , is exceeded (lines 20 - 24 of Algorithm 1). Figure 3.1 illustrates a diagram289

of this procedure.290
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Figure 1: Schematic of the ELSTMAE algorithm

For computational efficiency, we use a running algorithm to compute the z-score.291

The z-score is defined by292

z :=
(x̄− µ)

standard error
,

where µ is the mean of the population and the standard error is σ/
√
b and σ is293

the population standard deviation. The following updating procedure is used294

to compute the population’s parameters on the fly295

µnew := µold +
o− µold

n
, σ2 :=

s

n
,

where µnew is the population mean for the current time-step, µold is the popu-296

lation mean from the previous time-step, n is the length of the data received so297

far, o is the latest arrival in the buffer, and s is the auxiliary variable from the298

Welford’s method [49] to compute the population’s variance, and is calculated299

as300

s := s+ (o− µnew)× (o− µold) .

The time complexity of this procedure is constant in each iteration. For each301

data point, all operations are performed on a fixed number of points. Therefore,302
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for n number of data points, the overall time complexity of the filtering algorithm303

is linear in the number of points (i.e., O(n)). Furthermore, the memory space304

required throughout the entire filtering algorithm is constant since only the305

buffer, which has a fixed length, and a constant number of variables are required306

to be stored in memory. Therefore, the space complexity of this algorithm is307

constant, which is highly desirable. For further illustration, the pseudo-code of308

this procedure is presented in Algorithm 1.309

Algorithm 1 Filtering Procedure

1: # Initialise parameters

2: µ = 0, σ = 0, s = 0, n = 0

3: while receiving data do

4: buffer← new data-point

5: if len(buffer) = b then

6: # Compute average of the buffer (sample)

7: x̄← mean(buffer)

8: # Get the first element out of the buffer

9: o← buffer
out

10: n← n+ 1

11: # Compute the estimated mean and variance of population

12: µold ← µ

13: µnew ← µold + (o− µold)/n

14: s← s+ (o− µnew)× (o− µold)

15: σ ←
√

s

n

16: standard error = σ
√

b

17: # Compute the z-score

18: z ← (x̄− µ)/standard error

19: if |z| < T then

20: update µ and σ2

21: Pass data-point for training

22: else

23: n← n− 1

24: Reject data-point as outlier

14



4. Experimental Results and Benchmarking310

Several real industrial scenarios are investigated to evaluate the performance311

of the proposed algorithm. The case studies presented in this paper are selected312

to reflect various types of anomalies that can appear (i.e., gradually-developing313

and abrupt). Moreover, we compare the performance of our algorithm, referred314

to as Enhanced LSTM Autoencoder (ELSTMAE), with four widely used algo-315

rithms (LSTMAD [23], LSTMED [25], VAE [32], and Luminol [33]) to demon-316

strate its efficacy. A virtual data streamer is developed to simulate the online317

streaming of the data.318

In Algorithm 1, we set T = 1.96 to provide a 95% confidence in rejecting319

the abnormal data-points. This is because 95% of the area under a normal320

distribution is within 1.96 standard deviations of the mean. If other levels of321

confidence [48] are required, then the threshold can be configured accordingly.322

4.1. Industrial Gas Turbine Measurements323

The first case study considers temperature measurements on an Industrial Gas324

Turbine (IGT) burner-tip thermocouple. Due to malfunctions, the measure-325

ments can drop or shoot up. Figure 2 shows typical historical data (the training326

data) and gradually developing anomalous data (the evaluation data) obtained327

from one of the sensors.328

15



2009-06 2009-07 2009-08 2009-09 2009-10 2009-11 2009-12 2010-01 2010-02 2010-03 2010-04
0

250

500

750

1000

1250
Te
m
pe
ra
tu
re
 (
 
C∘

Training Data

2010-04-01 2010-04-05 2010-04-09 2010-04-13 2010-04-17 2010-04-21 2010-04-25 2010-04-29
500

600

700

800

Te
m
pe
ra
tu
re
 (
 
C∘

Evaluation Data

Figure 2: Training and evaluation data obtained from an IGT burner-tip thermocouple.

The training data consists of anomalies that might indicate malfunctions, oper-329

ational modes, or shut-downs. If these occurrences are frequent, as in this case,330

conventional autoencoders learn these anomalies as typical characteristics of the331

data and can reconstruct them at the output with no or a marginal reconstruc-332

tion error. Therefore, these instances need to be processed during the training.333

Figure 3 shows the probability density function plot for the training data. It334

is easy to see that the unidentifiable underlying distribution is not suitable for335

anomaly detection.336
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By applying Algorithm 1, therefore, the outliers are removed in the training pro-337

cess, and autoencoders learn the latent representation of non-anomalous data.338

It is now worth verifying how the central limit theorem holds empirically (Fig-339

ure 4). As more samples are drawn from the data, the underlying distribution340

approaches to that of a normal (with known parameters), making it suitable for341

anomaly detection.342
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Figure 4: PDF plots for various sampling times show as the number of samples increases, the

underlying distribution approaches to normal.
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Upon completing training, the model is applied to assess the evaluation data,343

which has not been observed previously and exhibits some abnormalities. Fig-344

ure 5 shows a normalised figure of evaluation data and reconstruction errors345

generated by the four algorithms selected for benchmarking. The LSTMAD346

algorithm starts with a larger error than the ELSTMAE, but the error gradu-347

ally approaches zero and gradually increases after the incident. If the error is348

thresholded, the alarm is raised several days after the incident. The LSTMED349

algorithm starts with a high error but drops to zero sharply around the inci-350

dent and then gradually increases at a relatively slow pace, again missing the351

incident. The Luminol algorithm impressively produces almost no error when352

there are no anomalies. It also detects the anomaly with a slight delay by pro-353

ducing a large error. However, the error immediately goes to zero resulting354

in a large number of false negatives. This is because the algorithm learns the355

anomalies, so they are missed in the detection. The VAE algorithm starts with356

a comparatively higher but steady reconstruction error. After the incident, the357

error approaches zero and then gradually goes up (similar to the LSTMAD).358

The algorithm is also considerably late in detecting the anomaly. Contrary, our359

algorithm (ELSTMAE) generates a minimal error before the incident, and the360

error remains relatively steady as no abnormalities are observed. When the in-361

cident occurs, our algorithm is the only one that immediately generates a high362

error that increases at a fast pace —Thereby detecting the anomaly promptly.363

This is because by removing the outliers during the training, our algorithm364

ensures enough sensitivity to anomalous data to generate a high error when365

anomalies are observed.366

18



2010-04-01 2010-04-05 2010-04-09 2010-04-13 2010-04-17 2010-04-21 2010-04-25 2010-04-29
0.0

0.5

1.0
Data
Replicator NN
Incident

2010-04-01 2010-04-05 2010-04-09 2010-04-13 2010-04-17 2010-04-21 2010-04-25 2010-04-29
0.0

0.5

1.0
Data
LSTMAD
Incident

2010-04-01 2010-04-05 2010-04-09 2010-04-13 2010-04-17 2010-04-21 2010-04-25 2010-04-29
0.0

0.5

1.0

Data
LSTMED
Incident

2010-04-01 2010-04-05 2010-04-09 2010-04-13 2010-04-17 2010-04-21 2010-04-25 2010-04-29
0.0

0.5

1.0
Data
ELSTMAE
Incident

2010-04-01 2010-04-05 2010-04-09 2010-04-13 2010-04-17 2010-04-21 2010-04-25 2010-04-29
0.0

0.5

1.0
Data
VAE
Incident

2010-04-01 2010-04-05 2010-04-09 2010-04-13 2010-04-17 2010-04-21 2010-04-25 2010-04-29
0.0

0.5

1.0 Data
Luminol
Incident

Figure 5: Normalised model reconstruction error for evaluation data.

4.2. CPU utilisation for an Amazon EC2 instance367

The second case study considers the CPU utilisation for an Amazon EC2 in-368

stance (data from [50]). CPU surges often occur abruptly and can cause service369

outages. Therefore, the goal is set to detect future surges in CPU utilisation.370

Figure 6 shows the training and evaluation data obtained for this case study.371
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Figure 6: Training and evaluation data for an Amazon EC2 instance CPU utilisation.

The training data contains ten noticeable spikes, and it is desired to detect such372

cases should they show up later in the evaluation process. Training the model373

on the current training data results in similar problems discussed in Section374

4.1. Figure 7 shows the probability density function plot for the training data375

before Algorithm 1 is applied. It is easy to see that the unidentifiable underlying376

distribution is not suitable for anomaly detection.377
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Figure 7: PDF plot of the training data.
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Algorithm 1 is therefore applied to remove the outliers during the training.378

Figure 8 shows how the central limit theorem holds empirically in this case as379

well. As more samples are drawn from the dataset, the underlying distribution380

approaches to that of a normal (with known parameters) making it suitable for381

anomaly detection.382
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Figure 8: PDF plots for various sampling times show as the number of samples increases, the

underlying distribution approaches to normal.

Then, the processed data is used to train an LSTM autoencoder. Upon complet-383

ing training, the model is used to assess the evaluation data, which is known384

to exhibit abnormalities. Figure 9 shows the normalised reconstruction error385

generated by the four algorithms considered here. The evaluation data con-386

sists of seven spikes, one of which has a relatively smaller magnitude. While387

all algorithms generate a higher error when spikes occur, the error for small388

spikes is considerably small for the LSTMAD, and LSTMED, making it diffi-389

cult to threshold. VAE, Luminol and ELSTMAE perform similarly in detecting390

the anomalies. However, the Luminol algorithm that uses a sign test to detect391

anomalous data produces many false positives due to noise.392
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Figure 9: Normalised model reconstruction error for evaluation data.

For further benchmarking, F1 score, Precision, and Recall are used as three393

metrics to evaluate the performance of our algorithm (ELSTMAE) in the ex-394

periments above.395

Precision =
Tp

Fp

, Recall =
Tp

Tp + Fn

, F1 = 2× Precision . Recall

Precision+Recall
,

where Tp, Fp, and Fn are the number of true positives, false positives, and false396

negatives, respectively.397

Following the benchmarking convention in the literature (e.g., [51]), all the398

anomaly detection methods selected for benchmarking are applied on each dataset399

and the corresponding F1-scores are reported in Table 1 for each method at the400

best threshold.401
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Method
AWS Siemens

Pre Rec F1 Pre Rec F1

LSTMAD 0.07 0.70 0.13 0.94 0.83 0.91

LSTMED 0.11 0.11 0.10 0.50 0.99 0.67

Luminol 0.85 0.6 0.71 0.10 0.10 0.19

VAE 0.90 1.0 0.95 0.86 0.70 0.82

ELSTMAE 0.90 1.0 0.95 0.99 0.95 0.97

Table 1: Anomaly detection results on two datasets.

The comparison shows that the F1 scores for LSTMAD, LSTMED, and Luminol402

are not stable across the datasets, and the results contain many false positives403

and false negatives. Meanwhile, the scores of VAE and ELSTMAE are much404

more stable. VAE and ELSTMAE perform very similarly with high accuracy405

on the dataset that consists of abrupt changes. The table also reveals that the406

LSTM-based methods perform better when dealing with gradually developing407

anomalies (Siemens dataset). The reason for the superior performance of the408

ELSTMAE in both datasets is attributed to the statistical data-filtering algo-409

rithm, where anomalies are removed from the training dataset – resulting in410

higher detection accuracy.411

5. Conclusions412

An online unsupervised algorithm for anomaly detection in time-series is413

developed. A probability criterion based on the classical central limit theorem414

is introduced that allows the labelling of the streaming data. Two real case415

studies were considered. In the first case, where a malfunction had gradually416

developed, the algorithm proved to detect the incident (Figure 5). Similarly,417

in the second case, the algorithm proved to detect abrupt changes in the CPU418

utilisation data for an Amazon EC2 instance (Figure 9).419

The main advantages of our approach include I) Swift detection of abrupt and420

gradually developing anomalies. II) Unsupervised labelling of the training set,421

23



which is often costly to obtain. III) The anomaly label is associated with a422

confidence level, which can be tuned to match the system’s specific requirements.423

The main limitations of this approach concern the weak assumptions regarding424

the statistical labelling procedure. I.e., availability and reliability of the histor-425

ical data. It is assumed that the underlying system has been working for some426

time, and sufficient data has been observed. Additionally, it is also assumed427

that the underlying system is correctly designed so that an abnormal opera-428

tion’s probability is considerably lower. Moreover, LSTM architectures require429

a high memory for training. Therefore, coupling to external memory might be430

necessary to avoid any lags when processing high volume/velocity data [52].431

For our future work, we are considering multivariate features for more robust432

anomaly detection. This is because integrating multiple data consisting of sig-433

natures of anomalies results in more consistent and accurate information than434

the case where only one feature is available. As a result, we are also working on435

architectures that are better suited for multidimensional data.436

Acknowledgements437

The authors would like to thank Siemens Industrial Turbomachinery, Lin-438

coln, U.K., for providing access to real-time data to support the research out-439

comes.440

References441

[1] H. Ren, B. Xu, Y. Wang, C. Yi, C. Huang, X. Kou, T. Xing, M. Yang,442

J. Tong, Q. Zhang, Time-Series Anomaly Detection Service at Microsoft,443

Association for Computing Machinery, New York, NY, USA, 2019, pp.444

3009–3017.445

[2] R. Chalapathy, S. Chawla, Deep learning for anomaly detection: A survey446

(2019). arXiv:1901.03407.447

24

http://arxiv.org/abs/1901.03407


[3] M. Munir, S. A. Siddiqui, A. Dengel, S. Ahmed, Deepant: A deep learning448

approach for unsupervised anomaly detection in time series, IEEE Access449

7 (2019) 1991–2005.450

[4] R. Chalapathy, A. K. Menon, S. Chawla, Anomaly Detection using One-451

Class Neural Networks, in: KDD 2018, London, United Kingdom, 2018.452

[5] D. Xu, E. Ricci, Y. Yan, J. Song, N. Sebe, Learning deep representations of453

appearance and motion for anomalous event detection, BMVA Press, 2015,454

pp. 8.1–8.12. doi:10.5244/C.29.8.455

[6] S. Maleki, P. Rapisarda, L. Ntogramatzidis, E. Rogers, Failure identifica-456

tion for 3d linear systems, Multidimensional Systems and Signal Processing457

26 (2) (2015) 481–502.458

[7] S. Maleki, P. Rapisarda, E. Rogers, Failure identification for linear repet-459

itive processes, Multidimensional Systems and Signal Processing 26 (4)460

(2015) 1037–1059.461

[8] S. Cho, J. Jiang, A fault detection and isolation technique using nonlinear462

support vectors dichotomizing multi-class parity space residuals, Journal463

of Process Control 82 (2019) 31–43.464

[9] D. S. Pillai, N. Rajasekar, Metaheuristic algorithms for pv parameter iden-465

tification: A comprehensive review with an application to threshold setting466

for fault detection in pv systems, Renewable and Sustainable Energy Re-467

views 82 (2018) 3503–3525.468

[10] Y. Sun, G. G. Yen, Z. Yi, Evolving unsupervised deep neural networks for469

learning meaningful representations, IEEE Transactions on Evolutionary470

Computation 23 (1) (2018) 89–103.471

[11] D. R. Ly, A. Grossi, C. Fenouillet-Beranger, E. Nowak, D. Querlioz,472

E. Vianello, Role of synaptic variability in resistive memory-based spiking473

neural networks with unsupervised learning, Journal of Physics D: Applied474

Physics 51 (44) (2018) 444002.475

25

http://dx.doi.org/10.5244/C.29.8


[12] V. Chandola, A. Banerjee, V. Kumar, Anomaly detection: A survey, ACM476

Comput. Surv. 41 (3) (2009) 15:1–15:58.477

[13] C. De Stefano, C. Sansone, M. Vento, To reject or not to reject: That is478

the question-an answer in case of neural classifiers, Trans. Sys. Man Cyber479

Part C 30 (1) (2000) 84–94.480

[14] S. Aminikhanghahi, D. J. Cook, A survey of methods for time series change481

point detection, Knowledge and information systems 51 (2) (2017) 339–367.482

[15] R. Prescott Adams, D. J. C. MacKay, Bayesian Online Changepoint De-483

tection, arXiv e-prints (2007) arXiv:0710.3742arXiv:0710.3742.484

[16] S. Maleki, C. Bingham, Y. Zhang, Development and realization of change-485

point analysis for the detection of emerging faults on industrial systems,486

IEEE Transactions on Industrial Informatics 12 (2016) 1180–1187.487

[17] E. J. Candès, X. Li, Y. Ma, J. Wright, Robust principal component anal-488

ysis?, J. ACM 58 (3) (2011) 11:1–11:37.489

[18] Y. Zhang, L. Duan, M. Duan, A new feature extraction approach using490

improved symbolic aggregate approximation for machinery intelligent di-491

agnosis, Measurement 133 (2019) 468–478.492

[19] C. Zhou, R. C. Paffenroth, Anomaly detection with robust deep autoen-493

coders, in: Proceedings of the 23rd ACM SIGKDD International Confer-494

ence on Knowledge Discovery and Data Mining, KDD ’17, ACM, New York,495

NY, USA, 2017, pp. 665–674.496

[20] Y. Zhao, B. Deng, C. Shen, Y. Liu, H. Lu, X.-S. Hua, Spatio-temporal497

autoencoder for video anomaly detection, in: Proceedings of the 25th ACM498

international conference on Multimedia, 2017, pp. 1933–1941.499

[21] Z. Chen, C. K. Yeo, B. S. Lee, C. T. Lau, Autoencoder-based network500

anomaly detection, in: 2018 Wireless Telecommunications Symposium501

(WTS), IEEE, 2018, pp. 1–5.502

26

http://arxiv.org/abs/0710.3742


[22] P. S. C. K. e. a. Che, Z., Recurrent neural networks for multivariate time503

series with missing values., Nature: Scientific Reports (2018) 6085.504

[23] P. Malhotra, L. Vig, G. Shroff, P. Agarwal, Long short term memory net-505

works for anomaly detection in time series, in: Proceedings, Vol. 89, Presses506

universitaires de Louvain, 2015.507

[24] H. Nguyen, K. P. Tran, S. Thomassey, M. Hamad, Forecasting and anomaly508

detection approaches using lstm and lstm autoencoder techniques with the509

applications in supply chain management, International Journal of Infor-510

mation Management (2020) 102282.511

[25] P. Malhotra, A. Ramakrishnan, G. Anand, L. Vig, P. Agarwal, G. Shroff,512

Lstm-based encoder-decoder for multi-sensor anomaly detection, in: ICML513

2016 Anomaly Detection Workshop, NY, USA, 2016.514

[26] M. Said Elsayed, N.-A. Le-Khac, S. Dev, A. D. Jurcut, Network anomaly515

detection using lstm based autoencoder, in: Proceedings of the 16th ACM516

Symposium on QoS and Security for Wireless and Mobile Networks, 2020,517

pp. 37–45.518

[27] M. Wang, Z. Wang, J. Lu, J. Lin, Z. Wang, E-lstm: An efficient hardware519

architecture for long short-term memory, IEEE Journal on Emerging and520

Selected Topics in Circuits and Systems 9 (2) (2019) 280–291.521

[28] S. Wang, Z. Li, C. Ding, B. Yuan, Q. Qiu, Y. Wang, Y. Liang, C-lstm:522

Enabling efficient lstm using structured compression techniques on fpgas,523

in: Proceedings of the 2018 ACM/SIGDA International Symposium on524

Field-Programmable Gate Arrays, 2018, pp. 11–20.525

[29] J. Han, H. Liu, M. Wang, Z. Li, Y. Zhang, Era-lstm: An efficient reram-526

based architecture for long short-term memory, IEEE Transactions on Par-527

allel and Distributed Systems 31 (6) (2019) 1328–1342.528

[30] S. Cao, C. Zhang, Z. Yao, W. Xiao, L. Nie, D. Zhan, Y. Liu, M. Wu,529

L. Zhang, Efficient and effective sparse lstm on fpga with bank-balanced530

27



sparsity, in: Proceedings of the 2019 ACM/SIGDA International Sympo-531

sium on Field-Programmable Gate Arrays, 2019, pp. 63–72.532
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