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Abstract We address the problem of energy efficiency

and reliability for forest fires monitored by a distributed

bandwidth-constrained Wireless Sensor Network (WSN).

To improve energy-efficiency, data routing is an im-

portant approach that is being considered in the con-

text of WSNs. An attractive and widely used method

to find the optimal communication paths is the Ant

Colony Optimization (ACO) algorithm. However, the

traditional ACO-based routing protocols only consider

the energy-efficiency while ignoring the overall network

reliability (before and after failures) which is critical

in the context of WSNs. In addition, the existing pro-

tocols are not application-specific (i.e., the parameters

cannot be adapted to the application’s requirements).

In this paper, we propose a novel Energy-efficient and

Reliable ACO-based Routing Protocol (E-RARP) for
WSNs. The proposed protocol not only guarantees high

quality communication paths in terms of energy ef-

ficiency but also ensures the communication reliabil-

ity. Critical events in delay-intolerant applications (e.g.,

forest fires detection) require reliable transmission in or-

der to perform reliable decisions and take appropriate

actions in a timely fashion. The simulations results re-
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veal that E-RARP outperforms respectively Load Bal-

anced Cluster-based Routing using ACO (LB-CR-ACO)

and Enhanced Ant-based QoS-aware routing protocol

for Heterogeneous Wireless Sensor Networks (EAQH-

SeN) protocols with a significant improvement of 30.55

% in network lifetime and 14.71 % in network response

time.

Keywords Wireless sensor networks · Forest fire

detection · Clustering · ACO · Routing · Energy

efficiency.

1 Introduction

Distributed detection of an event (e.g., the presence of

forest fires) by monitoring a Region Of Interest (ROI)
is one of the most important applications of Wireless

Sensor Networks (WSNs) [Nurellari et al., 2016]. Sen-

sor networks typically consist of a large number of small

devices (Sensor Nodes (SNs)) which communicate with

each other via radio links for information sharing and

cooperative data processing [Nurellari et al., 2016]. In

general, SNs are deployed randomly in a ROI to super-

vise or monitor various parameters (e.g., temperature,

humidity, etc.). To name but just a few, WSNs are being

used in various applications such as smart farming, cold

storage monitoring, habitat monitoring, forest fires de-

tection and so on. Depending on the network conditions

(e.g., communication channel conditions, battery levels,

etc.), the SNs can be self-organized into a suitable net-

work infrastructure.

Different strategies exist depending on how the local

data are computed and combined at the Fusion Cen-

ter (FC). There are mainly two approaches to SNs’

data collection: direct routing (sometimes called point

to point approach) or via a multihop routing to the
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FC which is Internet of Things (IoT) enabled. Being

battery powered, WSNs are constrained in terms of on-

board energy, memory, processing capacity and achiev-

able throughput. Due to the nature of the shared ra-

dio channel, these networks are bandwidth-constrained

with high latency. Being battery-operated, energy ef-

ficiency is a real challenge in WSNs. Thus, the main

objective in WSNs is to minimize the energy consump-

tion (i.e. maximize the operational lifetime of local SNs)

while ensuring that the network performance is maxi-

mized. Therefore, a rigorous resource management strat-

egy in terms of energy utilization is required. Among

other energy dissipation factors, data transmission from

SNs to destination node (i.e. FC) consumes a consid-

erable amount of energy. Thus, it is highly desirable

to conceive an energy-efficient data transmission algo-

rithm. Indeed, finding an optimal communication path

between local SNs and FC within the network is critical.

In both small and large scale networks, meta-heuristics

have the capability to offer optimal or near optimal

path solutions in an acceptable computational time.

Meta-heuristics such as Particle Swarm Optimization

(PSO) algorithms, genetic algorithms and Ant Colony

Optimization (ACO) algorithms have been widely em-

ployed to find the shortest path in various fields of re-

search. The ACO algorithm [DORIGO, 1992] can find

the shortest path and requires both less time and low-

est cost compared to other existing metaheuristic al-

gorithms [Di Caprio et al., 2021]. The ACO is a bio-

inspired algorithm (more specifically, inspired by ants

behaviour or other species that form a super-organism)

which constitutes of a family of optimization meta-

heuristics. It is inspired by the behavior of ants look-

ing for a path between their colony and a food source.

The original idea has since been diversified/utilized to

resolve a much wider category of problems and sev-

eral algorithms have been suggested, drawing on var-

ious aspects of the behavior of ants. Interesting rout-

ing protocols [Arjunan and Sujatha, 2018, Guleria and

Verma, 2019, Jain and Pathak, 2019, Kaur and Ku-

mar, 2020, Kurian et al., 2021, Ibrahim and Ahmed,

2021, Sefati et al., 2021, Praveen and Kumanan, 2021,

Raj and Murmu, 2021] have adopted the utilization of

ACO algorithm. However, these proposals concentrate

only on energy efficiency and ignore the any aspect on

reliability before and after failures. This may result in

data loss and energy overhead issues. Therefore, resolv-

ing the issues of energy-efficiency along with reliability

is a tedious task [Singh and Singh, 2021, Dutt et al.,

2021]. Reliable communications are of paramount im-

portance in delay-intolerant WSNs applications (e.g.,

forest fires detection) where any delay in sending the

alert to firefighters in a timely fashion may have a very

high cost (e.g., it causes a serious threat to human life,

ecological system as well as infrastructure) [Dogra et al.,

2020]. The controllable parameters of the existing pro-

tocols mentioned above cannot be adaptively altered

according to the application needs. Although the ex-

isting protocols in the current form may provide ac-

ceptable performance in some applications, their perfor-

mance may be poor in others [Fanian and Kuchaki Raf-

sanjani, 2019].

So, the purpose of this paper is to develop a reli-

able, lightweight and low complexity ACO-enabled fire

detection framework for realistic WSN deployment that

improves the energy efficiency and balances the load in

the network. To optimize the energy consumption and

ensure energy balancing in the network, we consider a

cluster-based network where the SNs are grouped into

clusters served by a Cluster Head (CH). The CHs are

selected on the basis of their energy level without re-

quiring a lot of control overhead. We will show that this

new fire detection framework can significantly increase

the operational lifetime and reliability of the network.

1.1 Contributions & Organization

So, the main contributions are as follows:

– The state-of-the-art ACO-based routing protocols

[Arjunan and Sujatha, 2018, Guleria and Verma,

2019, Jain and Pathak, 2019, Kaur and Kumar, 2020,

Moussa and Alaoui, 2021a,b, Moussa et al., 2021]

are modified in such a way that both energy effi-

ciency and network reliability are instantaneously

considered in order to improve the network perfor-
mance in critical forest fires detection application.

Based on this, we provide a new practically imple-

mentable Energy-efficient and Reliable ACO-based

Routing Protocol(E-RARP) for forest fires detec-

tion application.

– To increase the network operational lifetime, we pro-

pose a two-step approach algorithm: STEP 1: A

suboptimal but simple energy-based thresholding scheme

without the need for continuous re-clustering of the

network; STEP 2: A heuristic function that pro-

vides high quality communication paths in terms of

both energy-efficiency and reliability. The proposed

heuristic function takes into account, in addition to

the pheromone, highly relevant parameters like re-

maining energy, hop count, number of neighbors and

counter of weak-links. To the best of our knowledge,

this is the first approach that enables such parame-

ters.

– The proposed solution (E-RARP) is validated by

means of simulations considering a real-world appli-
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cation such as forest fire detection. The E-RARP

performance is compared to the current state of

the art algorithms in terms of computational time,

network operational lifetime, and network response

time. The simulation results demonstrate that the

proposed E-RARP algorithm outperforms the exist-

ing protocols.

The rest of the paper is structured as follows: Sec-

tion 2 describes recent related works. The proposed pro-

tocol is presented in section 3. The evaluation of routing

protocols is given in section 4. Section 5 concludes the

paper and provides a future work.

2 Related Work

The research work considering the routing issue in WSNs

is rich (to name but just a few, [Ajay et al., 2011,

Hadjidj et al., 2010, Bongale et al., 2020, Guleria and

Verma, 2018, Moussa et al., 2020a]). The authors pro-

posed in [Ajay et al., 2011] a dynamic fault-tolerant

routing protocol for prolonging the lifetime of WSNs.

This protocol is called Multilevel and aims at creat-

ing levels in the networks where each sensor node be-

longs to a specific level. In this architecture, higher-

level nodes send their data to lower-level nodes until

reaching the sink node/FC. Multipath routing protocol

called Heterogeneous Disjoint Multipath Routing Pro-

tocol (HDMRP) is proposed in [Hadjidj et al., 2010].

However, specific details on the way how the data can

be transferred to the sink/FC node (event driven, query

driven, time driven or hybrid manner) are not ellabo-

rated. The authors in [Bongale et al., 2020] propose an

energy-efficient intra-cluster data transmission scheme

from the source node to the CH. In [Guleria and Verma,

2018], the authors proposed Load Balanced Cluster-

based Routing using ACO (LB-CR-ACO). This pro-

tocol forms clusters based on parameters like residual

energy of sensor nodes, received signal strength indi-

cator, number of load-balanced node connections and

node density. The ACO algorithm has been used to

route data to its destination/FC. In [Moussa et al.,

2020a], the authors suggest an Energy-aware Cluster-

based Routing Protocol (ECRP) which avoids repet-

itive clustering and takes into account the dynamic

aspect of the WSN topology. In addition, a multihop

routing technique is proposed. However, all these rout-

ing protocols may not always offer optimized routes.

Indeed, the ACO algorithm is used widely to optimize

the routing paths in WSNs by searching for the opti-

mal path between source and destination nodes while

reducing the energy and extending the network lifetime

accordingly. We have witnessed many researchers ap-

plied this algorithm in WSNs and tested it using sim-

ulations to show its effectiveness. Next, we survey the

most recent and relevant ACO-based routing protocols

to this work.

The authors in [Kaur and Kumar, 2020] proposed

a Multi-objective ACO based Quality of Service (QoS)

aware Cross-layer Routing (MACO-QCR) to ensure an

intra-cluster routing. The ACO algorithm is mainly based

on various objectives such as energy and end-to-end

delay to select the optimal path with multi heuristic

and multi pheromone information. In the context of in-

telligent monitoring systems, the MACO-QCR requires

additional effort to ensure error-free data transmission

which degrades the performance of the WSN especially

in terms of energy waste due to data retransmission. In

this paper [Sharmin et al., 2018], for the aim of seeking

an optimized and efficient routing path for data trans-

mission within the network, the remaining energy and

the average mobility of SNs are used in the heuristic for-

mula of ACO algorithm. This is a distinguishing feature

of the proposed algorithm compared to its predecessors.

Although it provides better performance, the proposed

algorithms are not suitable to large scale networks. The

authors in [Sharmin et al., 2019] proposed an enhanced

ACO algorithm which considers some interesting pa-

rameters like the constrained power of nodes, the mo-

bility of nodes, the remaining energy of node and the

path length to acquire an optimal path for data trans-

fer such that less energy is consumed and network life-

time is increased. However, this work is not suitable for

real-time applications and also it fails to consider the

emerging QoS issue.

In [Kumar et al., 2016], two algorithms have been

used which are ACO and an Endocrine Cooperative

Particle Swarm Optimisation Algorithm (ECPSOA) to

enhance the network performance. The ACO is used

to find the best path in the network while ECPSOA

searches for a global solution and provides enhanced

convergence speed. Despite the advantage of the work

regarding energy efficiency and delay, it does not per-

form well in terms of the convergence rate and compu-

tational complexity. A hybrid routing protocol is pro-

posed by integrating the Artificial Fish Swarm Algo-

rithm (AFSA) and ACO algorithm [Li et al., 2018] to

enhance convergence speed and avoid pheromone stag-

nation. Viable routes are easily identified using AFSA.

In the route discovery phase, a hybrid algorithm is pre-

sented by integrating the crowd factor in AFSA and

the pseudo-random route selection technique in ACO.

The proposed routing protocol does not implement any

strategy for fault tolerance which is a big issue in dy-

namic and hostile environments where sensor networks

are usually deployed. This work [Said, 2017] propose a
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routing algorithm in order to choose the optimal rout-

ing path in the context of the IoT system. It controls

the use of ACO algorithms within the IoT system to

obtain the best routing solution. The proposed algo-

rithm divides, based on network type, the IoT envi-

ronment in various areas and then selects the suitable

ACO algorithm for each network. In addition, the pro-

posed algorithm takes into account the routing issue

in the overlapped areas which may occur in the IoT

system. The proposal handles the routing problem in

overlapped networks; however the authors do not give

special attention to network topology which plays a vi-

tal role in improving the WSN performance.

[Kulkarni et al., 2017] propose a modified ACO al-

gorithm for performance enhancement of the network

and it is based on two contributions. i) To fulfill the

necessity of network connectivity along with sensing

coverage, the maximum disjoint connective covers are

obtained. ii) For optimal path selection, the energy re-

sources of SNs based on a collection of predetermined

rules are used. This work focuses on distance for search-

ing the best routing path for data transmission but ig-

nores the energy parameter and hence the network en-

ergy consumption is not balanced which may result in

energy holes. The authors suggested an energy-efficient

ACO-based multipath routing protocol for WSN called

IEEMARP (Improvised Energy Efficient Multipath ACO

based Routing Protocol) [Nayyar and Singh, 2020]. The

proposed protocol operates in three steps: Neighbor dis-

covery through knowledge of links, packet transfer via

exponentially weighted moving average algorithm and

packets soliciting acknowledgement (ACK) packet de-

livery to ensure end-to-end delivery. This work suffers

from scalability regarding deployment of new SNs in

real-time WSN scenarios. In addition, it does not imple-

ment a fault tolerant algorithm to cope up with poten-

tial failures. The authors in [Malik et al., 2017] proposed

an Enhanced Ant-based QoS-aware routing protocol for

Heterogeneous wireless Sensor Networks called EAQH-

SeN. It is designed for heterogeneous WSNs configured

with scalar and multimedia SNs. The ACO-based rout-

ing algorithm is used and its key feature relies on the

capacity to satisfy various QoS requirements raised by

heterogeneous traffic generated by SNs. In order to im-

prove the performance, the proposed algorithm consid-

ers the routing decisions independently for scalar, con-

trol and multimedia traffic. The main drawback of this

protocol is the SNs deployment topology which cannot

guarantee energy efficient, scalable, and collision-free

operation.

An improvement of the routing protocol presented

in [Moussa et al., 2020a] is proposed in [Moussa et al.,

2021]. This protocol is called Improved ACO-based Energy-

efficient Routing Protocol (IACO-ERP). The IACO-

ERP aims at mitigating the hotspot problem using mul-

tiple fog nodes-based network model. It proposes ACO

based multihop routing algorithm from SNs and CHs

to the cloud through fog nodes. In this work [Moussa

and Alaoui, 2021a], the authors proposed the Energy-

efficient Cluster-based Routing Protocol using Unequal

Clustering and improved Ant Colony Optimization (ACO)

techniques (ECRP-UCA). This protocol divides the net-

work into unequal clusters by using a new formulated

cluster radius function for energy efficiency and a proper

energy balancing among CHs. An ACO-based multihop

routing algorithm has been devised to ensure an en-

ergy efficient data transmission to the FC. During the

search for the routing path, the ant search direction

is improved to enhance the convergence speed. How-

ever, they do not anticipate the reliability in the routing

path selection phase which may present additional over-

head cost when the failures take place. In [Ashaj and

Erçelebi, 2020], the authors suggest the dynamic alloca-

tion of the transmission power based on the connectiv-

ity to efficiently consume the energy during data aggre-

gation and transmission. In addition, the data transfer

is ensured using the ACO algorithm which is based on

energy and distance from the FC. While forming the

chain, the dynamic power allocation strategy is applied

for the selected relay node but no fault tolerance policy

is applied to these relay nodes which may result in data

loss and energy waste.

A hybrid approach combining ACO and PSO was

proposed to resolve the routing problem in WSNs [Ras-

togi et al., 2021]. The ACO algorithm was used to find

the shortest path for data transmission while the PSO

algorithm refined the results and then the best small-

est paths were acquired. Although the proposed scheme

has clear advantage, it does suffer from slow conver-

gence rate as well as local optimal solution. Also, it

fails to consider energy parameter for energy balancing

through the available SNs. A combination of Butterfly

Optimization Algorithm (BOA) and ACO is proposed

in this paper [Maheshwari et al., 2021] so as to reduce

the energy consumption of SNs and accordingly to in-

crease the overall network lifetime. The BOA algorithm

is used to determine the best CHs based on several

interesting parameters ensuring energy efficiency. Fur-

ther, the ACO algorithm is employed to compute the

best route for data transmission. A disadvantage of this

proposal resides mainly in its use of traditional parame-

ters for the heuristic function aiming at calculating the

best route and ignoring thus other interesting param-

eters related to reliability. A multipath routing proto-

col has been proposed in [Alqahtani, 2021] for wireless

multimedia sensor networks for the sake of guarantee-
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ing the QoS requirements. A strategy of route prefer-

ence possibility is used to compute the multipath and

therefore the sender has many paths to route its data

which ensures efficient load balancing through the SNs

and extends the network lifetime. Even if the protocol

ensures load balancing, it may select weak and non re-

liable routes during the routing path selection phase. A

hierarchical data transmission strategy has been pro-

posed in [Abidoye and Kabaso, 2021] on the basis of

a fog architecture. In this architecture, the network

is composed of different types of nodes out of which

there exist ordinary SNs, advanced SNs and fog nodes.

Optimal and efficient routing path for data transfer

between fog nodes and data center is acquired using

the ACO algorithm. However, this algorithm employs

simple parameters in the heuristic function which do

not guarantee reliability along with better convergence

speed. Here [Malar et al., 2021], the authors proposed

an energy-efficient routing protocol which considers the

multi-objective constraints based on ACO algorithm for

mobile adhoc networks. The constraints are remaining

energy of the mobile node, number of packets in path

and dynamic movement of the topology. By considering

these constraints, the ACO algorithm is able to deter-

mine the optimal path for data transmission. But, the

protocol requires periodic routing table updates which

incur a lot of energy consumption and delay in data

delivery especially for time-critical applications. In this

paper [Sasi and Santhosh, 2021], the authors have pro-

posed an ACO-based routing algorithm to resolve the

multiobjective problem of WSNs and then ensure se-

cure routing and protract the network lifetime by re-

ducing the energy consumption of SNs. The ACO con-

siders residual energy of SNs, distance between them

and trust. However, the authors ignore fault tolerance

of links and SNs which is essential due to the nature of

deployment environment of WSNs which is hostile and

possible collisions that may take place. An improved

distance-based ACO routing is proposed in this paper

[Ramamoorthy and Thangavelu, 2020] to improve the

efficiency of WSNs. The algorithm is based only on

the pheromone in the selection of short paths and ne-

glect the consideration of other parameters (e.g., like

the quality of the links). Thus, the protocol can choose

poor links that certain costs are associated such as en-

ergy and time to recover these failures.

Some routing protocols that address the energy and

reliability have been proposed in the literature. This

paper [Almazaideh and Levendovszky, 2020] propose a

routing protocol with the aim to compromise between

reliability and energy efficiency. The protocol has ac-

complished the success of data delivery. However, the

reliability in this protocol is limited to the selection

of powerful nodes in terms of available energy which

ignores other sources of failures like physical damage,

etc. However, the proposed protocol still has a high de-

gree of complexity. The authors in [Zhang et al., 2020]

suggest a trade-off between end-to-end delay and net-

work lifetime while responding to reliability questions in

3D WSNs. The proposal is based on acknowledgement

technique to detect failures. If the source node does not

receive the ACK, it will retransmit the lost packet af-

ter a specified time but this delay is not adequate for

delay-intolerant WSN applications. This research pa-

per [Quoc et al., 2021] presents a hybrid Fault tolerant

Clustering routing system based on Gaussian network

for Wireless Sensor Networks(FCGW). The main goal

of the paper is to increase both the energy efficiency

and reliability. FCGW is based on periodic information

exchange between CHs to detect a failure which is an

energy-consuming task. A hierarchical clustering and

routing protocol is proposed in [Singh and Singh, 2021]

for WSNs to ensure different constraints of reliability,

scalability and energy efficiency. However, the reliabil-

ity is limited only to the CH selection phase without

any consideration of the most important phase which

is routing.

To highlight the innovative ideas of the proposed E-

RARP compared with the existing routing protocols in

literature, we compare all the protocols studied in this

section according to essential criteria like the energy ef-

ficiency, anticipated reliability (that takes place during

paths discovery) and post-failure reliability (that takes

place after failure happening) and target application.

The preservation of energy is the first constraint in sen-

sor networks since the batteries of the SNs are limited

and their recharging is often impossible. For this reason,

all of the existing routing protocols take this constraint

into consideration as depicted in table 1. Also, we note

that the existing protocols ignore anticipating reliabil-

ity i.e. consider powerful and reliable paths during the

selection phase of these paths. Some of these protocols

[Kaur and Kumar, 2020, Singh and Singh, 2021, Moussa

and Alaoui, 2021a, Moussa et al., 2021, 2020a, Mahesh-

wari et al., 2021, Almazaideh and Levendovszky, 2020,

Zhang et al., 2020, Quoc et al., 2021] use fault toler-

ant mechanisms but after a malfunction, which leads

to overconsumption of energy and time as shown in

this study [Moussa and Alaoui, 2019]. Only the rout-

ing protocols [Singh and Singh, 2021, Almazaideh and

Levendovszky, 2020] anticipate reliability. Specifically

[Singh and Singh, 2021] considers anticipated reliability

in the cluster formation phase while [Almazaideh and

Levendovszky, 2020] in routing phase. However, both of

these protocols do not consider anticipated and pots-

failure reliability simultaneously. By considering this in
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E-RARP, a low-cost, safe and reliable routing paths are

acquired. Thus, a great amount of energy is preserved

and collected data arrive at the FC without delays. Fi-

nally, very few routing protocols [Ashaj and Erçelebi,

2020, Malar et al., 2021] are suggested for specific ap-

plications while the majority of routing protocols are

designed for general use. Indeed, a specific routing pro-

tocol developed for a general application may not be

applicable in another specific scenario and its perfor-

mances may significantly degrade. In a nutshell, accord-

ing to table 1, it can be seen that only the proposed

protocol E-RARP ensures the energy efficiency, post

and anticipated reliability, and is application-specific

enabled.

3 Proposed Solution

3.1 Network Model

SNs are randomly deployed in the forest and they are

supposed to be static. The SNs are assumed to be ho-

mogeneous which means that they have the same en-

ergy resources. It is assumed that the fire starts in the

area containing a fixed number of SNs (4 SNs in our

experimentations) and the event is received by a single

destination (FC). SNs that detect the fire event may

try to access the medium simultaneously or in deferred

time. Before sensing the event, SNs are grouped into

clusters to avoid collisions and save much energy. Each

cluster is managed by a special SN having a higher

amount of residual energy (CH) and also this cluster

communicates with ordinary SNs. These latter collect

the environmental data and send it to their respective

CH using the Time-Division Multiple Access (TDMA)

protocol. Finally, the CH collects and aggregates the

data and sends it to the neighboring node which can

be another CH or a relay node. This process continues

until the data is delivered at the FC via multihop rout-

ing. Fig. 1 shows the network model for the proposed

E-RARP solution.

3.2 Proposed Cluster-Based Algorithm

Among the many existing solutions to effectively min-

imize energy consumption in WSNs, one of the most

recognized solution is the hierarchical organization of

the network into clusters which is called clustering. This

technique makes it possible to consume energy efficiently

as well as to avoid collisions thanks to the TDMA mech-

anism. Efficient clustering algorithm must respond to

energy efficiency and balancing goals. Indeed, there are

Cluster head

Fusion center

Sensor node

Communication path

Fire departure zone

Fig. 1: The network model of the proposed solution.

two important points that affect directly the perfor-

mance of any clustering algorithm which are i) clus-

tering with minimum overhead and ii) energy efficient

period of CH replacement. Many hierarchical routing

protocols have been proposed; yet no one has consid-

ered all the above requirements. Therefore, devising an

energy-efficient clustering algorithm is a requirement

in the design of sensor networks. Next, we explain our

proposed clustering algorithm.

The proposed algorithm enables SNs with the high-

est remaining energy to have the highest probability of

acting as CHs. Once the ith SN is deployed, a corre-

sponding uniform random value γi in the interval [0,1]

is assigned. Then, each SN i compares γi with a prede-

fined threshold T (n), ∀i as following:

T (n) =

{
P

1−P×(rmod 1
P )
× Eres

Einit
, if n ∈ G.

0, otherwise.
(1)

where P is the intended proportion of CHs, r repre-

sents the number of round and G contains the nodes

which are not selected as CHs in the last 1/p rounds.

n is the specific node, Eres denotes the residual energy

of SNs and Einit denotes the initial energy of sensor

nodes. When γi for the ith SN is less than T(n) and

there are no other CHs operating in its communication

range, the SN i elects itself as the CH of the current

round. Otherwise, when other CHs exist in the com-

munication range of the ith SN, the one with highest

energy reserve becomes the final CH and the others are

considered as ordinary SNs. Each CH elected on the ba-

sis of T(n) threshold broadcasts a control message. The

latter contains the remaining energy of the CH. After

receiving the control message, a CH can elect itself as

final CH if it has higher energy than the others in its

communication range.

In general, when the CH is elected, it broadcasts a

CH ADV message. A receiver node becomes a non-CH

node and after selecting the appropriate CH based on
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Table 1: The Comparison of E-RARP with existing routing protocols.

Protocol Energy effi-
ciency

Anticipated
reliability

Post-failure
reliability

Target application

[Kaur and Kumar, 2020] Yes No Yes General purpose scenario
[Sharmin et al., 2018] Yes No No General purpose scenario
[Sharmin et al., 2019] Yes No No General purpose scenario
[Kumar et al., 2016] Yes No No General purpose scenario
[Li et al., 2018] Yes No No General purpose scenario
[Said, 2017] Yes No No General purpose scenario
[Kulkarni et al., 2017] Yes No No General purpose scenario
[Nayyar and Singh, 2020] Yes No No General purpose scenario
[Malik et al., 2017] Yes No No General purpose scenario
[Moussa et al., 2020a] Yes No Yes General purpose scenario
[Moussa et al., 2021] Yes No Yes General purpose scenario
[Moussa and Alaoui, 2021a] Yes No Yes General purpose scenario
[Ashaj and Erçelebi, 2020] Yes No No Health Monitoring
[Rastogi et al., 2021] Yes No No General purpose scenario
[Maheshwari et al., 2021] Yes No Yes General purpose scenario
[Alqahtani, 2021] Yes No No General purpose scenario
[Abidoye and Kabaso, 2021] Yes No No General purpose scenario
[Malar et al., 2021] Yes No No Disaster resilient location detection
[Sasi and Santhosh, 2021] Yes No No General purpose scenario
[Singh and Singh, 2021] Yes Yes No General purpose scenario
[Almazaideh and Leven-
dovszky, 2020]

Yes Yes No General purpose scenario

[Zhang et al., 2020] Yes No Yes General purpose scenario
[Quoc et al., 2021] Yes No Yes General purpose scenario
[Ramamoorthy and
Thangavelu, 2020]

Yes No No General purpose scenario

The proposed E-RARP Yes Yes Yes Forest fires detection

received signal strength, it broadcasts a JOIN-REQUEST

message. This phase is followed by the cluster forma-

tion where the CHs will create and diffuse a TDMA

schedule to exchange data with member nodes to avoid

collisions.

As stated before, re-clustering is an energy consum-

ing task in constrained sensor networks. Thus, the SNs

should implement an efficient algorithm to ensure ap-

propriate selection of CH based on energy. This en-

hances the stability of the network and also the net-

work lifetime is increased. To avoid the re-clustering,

we propose an energy-threshold based algorithm to de-

lay the CH selection and keep the same topology for

several rounds without any need for control overhead

exchange. Therefore, the CH selection is triggered only

when its energy is below this threshold which is defined

to ensure a proper energy balancing among all SNs. It

is obtained by means of simulations and its value is 90%

of the CH’s energy at the beginning of a round. Thus,

each CH verifies its energy whether it dips below 90%

of its energy to announce the new CH election process.

Consider an example where we define the initial energy

of a CH j to 1 joule. When its energy falls below 0.9

joule (i.e., 1 ∗ 0.9), it announces the new CH selection

process. In the next rounds, when the energy of a new

CH falls below 0.81 joule (i.e., 0.9 ∗ 0.9), it triggers a

new CH selection process and so forth.

3.3 Proposed ACO-Based Routing Solution

In the traditional ACO algorithm, the probability to

select the next hop relay node to reach the destination

is given below. It is based only on a single impact factor

which is the pheromone.

Pn,d =

{
(τn,d)

β∑
j∈N

(τj,d)β (2)

where Pn,d is the probability to select neighbor n

as a next hop towards destination d, τn,d pheromone

value at neighbor n to reach destination d, N is the set

of neighbors and β is a constant pheromone coefficient.

It is clear that the traditional ACO algorithm em-

ploys a single impact factor which is the pheromone.

However, SNs that are part of the optimal path de-

plete their energy resources more quickly than other

nodes. So, it causes a problem of imbalance of energy

consumption in the whole network. Therefore, we for-

mulated a new probabilistic function considering along

with pheromone many other new impact factors such
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as residual energy, hop count, neighbor nodes count

and counter of weak-links. It allows to select multiple

energy-efficient and robust paths to forward data from

a source node to a destination node. The impact factors

are described in the following :

– Residual energy : At a high use of an optimal path,

the other paths remain inactive. Then, the SNs of

the hop-based optimal path drain their energy quickly

compared to the SNs of the other paths. This makes

uneven energy consumption and creates holes in the

network. Introducing the residual energy in path-

selection decision allows non-hop based optimal paths

to be preferred in forwarding data packets rather

than only a single optimal path. This distributes

the energy consumption evenly among the WSN’s

nodes. The network is then energy-aware and this

has an impact on its lifetime which will be increased.

The residual energy of a SN (Er) is calculated based

on the equation 3.

Er = Ei − Es (3)

where Ei is the initial energy and Es is the energy

spent which is calculated based on equation 4.

Es = Erx + Etx + Esleep (4)

where Esleep is the energy spent in sleeping, and

Erx and Etx represent the energy spent for receiving

(which includes idle listening) and transmitting a

data packet, respectively.

– Hop Count (HC): It is an important parameter to

evaluate the energy efficiency of the WSN. Obvi-

ously, forwarding data through less hop count is

more preferred owing to the fact that the energy

resource of SNs is preserved. In the backward learn-

ing, each SN is aware of the identity of the source

and destination nodes as well as the number of hops

to reach them. Whenever a SN finds a best path i.e.

the path that gives less hop count, it updates its

routing table to take into consideration the new op-

timized path.

– Neighbor Nodes Count (NNC): It is an essential

parameter for the choice of the next hop neigh-

bor node. The more there are several neighbors, the

more options there will be. Thus, we avoid falling

into the problem of local optimal solution and in-

crease the probability of choosing optimal paths.

The equation 5 calculates the NNC.

NNC =

N∑
k=1

Neighbork (5)

where N is the total of neighboring nodes.

– Link Quality Indicator (LQI) : The links are usually

unstable in WSNs due to the dynamic environment

where there may happen fluctuations in connectiv-

ity due to many reasons like storm, rain and so on.

Using low power radios can lead to unreliability of

paths because they are sensitive to some character-

istics like interference, noise, multipath distortion.

Therefore, the efficient path selection depends on

the LQI to enhance the routing protocol reliability

especially under real scenarios like forest fires detec-

tion. Interestingly, LQI is a metric obtained from the

physical layer of the standard IEEE 802.15.4. Its val-

ues are in the range [0 (worst) to 255 (best)] and it is

computed based on received RSSI (Received Signal

Strength Indicator), SNR (Signal to Noise Ratio) or

a merge of these two parameters. However, the LQI

offers a link quality value for only next hop nodes

(neighbor nodes) not for the whole end-to-end com-

munication i.e. for a long path consisting of several

hop nodes. For this reason, the weak-links are used

to evaluate the entire path reliability.

The LQI is calculated using the following equation 6.

LQI = (CORR− a)× b (6)

where, CORR is the correlation value (the raw LQI

value which can be found from the last byte of mes-

sage) and a and b are found empirically.

Consider the fig. 2 to show the importance of se-

lecting paths based on the cross-layer information

along with the role of weak-links for estimation of

end-to-end paths quality. Fig. 2 is composed of a

set of SNs, including a source node and destination

node, connected using links (edges). The numbers

on the edges represent the LQI value. Weak-links

compute the number of worst links within a path.

In more detail, the link is considered weak if its LQI

value is below an LQI threshold called LQIth and

the Counter of Weak-links (CoW) is incremented ac-

cordingly. The Weak-links are recorded during path

discovery and are updated if required in each hop.

Assuming that LQIth = 170, then if we consider

the path selection is based only on hop count, the

path passing from node C is chosen but it provides

less reliability and quality. As a consequence, the

probability of data loss is increased causing waste

of energy due to failed re-transmissions. Also, if we

restrict the selection of path based on the quality

of the next node (node A), this path contains some

poor quality paths which causes the same problem

of data loss. If we select only the path (through A

or C ) offering high residual energy, we lose on the

other hand the successful data delivery especially

in event-critical applications. Also, if we consider
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Fig. 2: Illustration of path selection using different pa-

rameters.

A, B, D and E neighbors of C, then the latter is

chosen based on the number of neighbors. However,

this selection still has the previous stated disad-

vantages. Finally, if we combine the four parame-

ters along with the traditional pheromone we will

ensure high reliability and energy efficiency. More

WSN/IoT applications require the necessity of de-

livering the events properly to its destination node

to avoid certain dangerous consequences. Also, there

exist monitoring applications (healthcare or intru-

sion detection, etc.) requiring high packet delivery

ratio. So in this proposed work, we conduct exten-

sive simulations to find the optimal value of LQIth.

The proposed multipath routing protocol is enhanced to

ensure three main objectives: energy efficiency, energy

balancing and reliability. So, the probability function

is improved to take into account all these objectives

by introducing the above parameters i.e. pheromone,

residual energy, hop count, neighbor nodes count and

LQI via weak-links.

Generally, the scope of ants search and size of group

impact largely the convergence speed and complexity

of the ACO algorithm. The scope of ants search has a

direct impact on energy consumption because the com-

munication unit in WSNs is energy consuming. There-

fore, to reduce this energy, to enhance convergence rate

and to reduce complexity, we restrict the scope of ants

search. To achieve this goal, we restrict the search only

in the nodes satisfying the condition of lower distance.

That is, the search is within the nodes (N ) whose dis-

tance should be smaller than the distance between source

and FC.

The resulting novel proposed formula considering

the new added interesting parameters is given below.

pn,d =

{
(τn,d)

α(hn,d)
−β(En)

γ(CoWn,d)
−δ(NCn)

ω∑
j∈N

(τj,d)α(hj,d)−β(Ej,d)γ(CoWj,d)−δ(NCj,d)ω (7)

where n is the next hop selected by an ant to reach

destination d, τn,d is a pheromone value from neighbor

n to reach destination d. h is the number of hops taken

by an ant to reach the destination node d. N is the set

of neighbors of a node. E is the remaining energy in

the node, NC indicates the number of neighbor nodes,

CoW is used to indicate the goodness of the path. α, β,

γ, δ and ω are the factors to adjust the relative impor-

tance of pheromone concentration, hop count, residual

energy, counter of weak-links and neighbor nodes count,

respectively.

In order to further improve the performance, the

pheromone trail values of ants are updated in each iter-

ation. This allows assessing the quality of the solution

and showcasing the performance of ants. The update

process is a critical component of ACO’s self-learning

mechanism, since it aids in the improvement of sub-

sequent solutions. Local and global updates make up

the pheromone trail updating process. As a result, the

following equation ensures the local update:

τij(t+ 1) = (1− ρ)τij(t) +∆τij (8)

where ρ is the pheromone evaporation rate that con-

trols the evaporation speed, t is the counter of iteration,

ρ ∈ [0, 1] adjusts the diminution of τij , and ∆τij is the

current iteration’s pheromone value left on all edges.

∆τij can be defined as follows:

∆τij =

M∑
k=1

∆τkij (9)

where M represents the total number of ants.

The pheromone amount left by each ant k leaving

the ith node and arriving at the j th node is calculated

as follows:

∆τkij =
Q

Lij
(10)

where Q is a constant value, while Lij represents the

distance that the ant k travels from the node i to the

node j. This process is continued until the specified

number of iterations has been achieved or a suitable

solution has been discovered. Multiple paths are dis-

covered at the end of the execution of the ACO-based

routing algorithm in the path discovery phase. In fact,

the existence of several paths makes it possible to bal-

ance the consumption of energy through all the nodes

of the network instead of forcing the use of a single

path which at high use all the energy of the nodes con-

stituting it will be exhausted in a faster way. The use

of multiple paths is not only advantageous in terms of

energy efficiency but in terms of reliability. In fact, if

a failure occurs in a data transmission path, another



10 N. Moussa et al.

backup path is located in the routing table, which re-

duces the recovery latency of the failure and avoids any

excessive control overhead exchanged for this recovery.

The pseudo-code for the proposed improved ACO-

based routing protocol is given in Algorithm 1.

Algorithm 1 The proposed ACO-based routing pro-

tocol
Input : Sensor nodes.
Output : The better path for data dissemination.

STEP 1: Initialization of the parameters of ACO like
pheromone, remaining energy, counter of weak-links, neigh-
bor nodes count and hop count.
STEP 2: Start of ants from the source node.
STEP 3: Select the next hop using equation (7)
STEP 4: Update the effect of parameters like pheromone, re-
maining energy, counter of weak-links, neighbor nodes count,
and hop count in routing table.
IF (This node is the destination?) THEN
STEP 5: For the aim to reach source node, select the next
hop according to equation (7)
STEP 6: Update the effect of parameters like pheromone, re-
maining energy, counter of weak-links, neighbor nodes count,
and hop count in routing table.
IF (This node is the source?) THEN
STEP 7: The best solution as optimal allocation is selected
as the output.
STEP 8: Transfer data packets.
ELSE
STEP 9: Repeat from STEP 5 and STEP 6.
END IF
ELSE
STEP 10: Repeat from STEP 3 and STEP 4.
END IF

3.4 Mathematical model for energy balanced routing

problem

In this section, we give a mathematical model for an

energy balanced routing problem and formulate it as an

integer programming model problem. For this purpose

we made some considerations as follows:

– We consider a WSN containing n SNs deployed ran-

domly in the ROI. Also, these nodes send the col-

lected data to the FC. SN and S represent, respec-

tively, the set of SNs and the FC node. Also, we de-

fine SNi as the set of neighboring nodes of a given

node i where i ∈ SN .

– ENi and DTi denote respectively the energy and

the traffic of data provided by sensor node i during

any interval of time [0,T].

– NEij and NTij denote respectively the necessary

energy to transmit data and the transmission count

from i to j.

Considering a time interval [0,T], DTi(T ) and i ∈
SN , the integer programming problem entails the max-

imization of the remaining energy of SNs at time T.

The role of CH is rotated in a round-robin fashion for

a fairly distributed data traffic load. Therefore, it is as-

sumed that all the SNs within the network send the

same amount of data to the FC within the batch (mul-

tiple rounds). Indeed, the incoming and outgoing data

is the same at a SN during the batch. The incoming

data is the received data by SN i along with the pro-

duced data from this node in [0,T], while the outgoing

data is the overall data sent by i to neighboring nodes

and the FC. Thus, the equation for data traffic is given

below :∑
j:i∈SNj

NTji +DTi(T ) =
∑

j∈SNi+{S}

NTij for all i ∈ SN

(11)

This equation ensures that all the data are sent to

the FC and by summing 11 for i, we obtain the follow-

ing equation:∑
j∈SN

NTjS =
∑
i∈SN

DTi(T ) (12)

This equation means that all the incoming data traffic

at the FC is the overall data generated by SNs in [0,T].

At a certain time, the remaining energy of a SN i is

the initial energy minus the total energy consumed for

transmitting data to the neighboring nodes and FC.

The equation 13 ensures that the remaining energies

of SNs are equal or greater than minimum remaining

energy of SNs (R).

ENi −
∑

j∈SNi+{S}

NEijNTij ≥ Rfor i ∈ SN (13)

Hereafter, we formulate the integer programming

model that maximizes the minimum remaining energy

of SNs considering the constraints given in equations 11,12

and 13.

Maximize R

s.t.
∑

j:i∈SNj

NTji +DTi(T ) =
∑

j∈SNi+{S}

NTij for i ∈ SN

ENi −
∑

j∈SNi+{S}

NEijNTij ≥ Rfor all i ∈ SN

(14)

NTij , is a non-negative integer for all i and j.

The problem resolution gives an energy balanced sensor

network. Interestingly, this integer programming prob-

lem might be moved to a different integer programming



A novel energy-efficient and reliable ACO-based routing protocol ... 11

model [Chang and Tassiulas, 2004] that increases the

lifespan of sensor networks by adjusting the parame-

ters R=0 and replacing the objective function in equa-

tion 14 by Maximize T. To obtain the upper bound

for routing algorithm performance, we resolve the in-

teger programming problem as a linear programming

problem for computational ease. The assumption that

DTi(T) being a linear function of T is required for a

transformation to linear programming.

3.5 Lifetime Analysis

Several definitions can be given to the network lifespan

but the closest to reality and the most practical is that

it can be defined from the moment of the deployment of

the network to the moment when an FC is disconnected

from the SNs, more particularly when the network fails

to fulfill its mission. The network lifetime (L) of any

node i configured with energy εini can be defined as

follows:

Li =
εini
ei

,∀i = 1, 2, ..., η (15)

where ei is the average energy per time.

We assumed that the energy is consumed in trans-

mitting, receiving (which includes idle listening) and

sleeping modes according to the adopted energy model

of WSN Castalia simulator. Hence, based on this as-

sumption, the virtual network lifetime is defined as LV ir =
ηεini
ei where there is no energy left in the network. But,

in reality, some energy is left when the network expires

and it is called leftover residual energy. Consider m SNs

with remaining energy εres,i, where η is the total num-

ber of nodes. This leftover residual energy is handled

as the wasted energy. The average amount of the latter

in the network can be expressed as follows:

εw =

m∑
i=1

εres,i, t ≥ lifetime (16)

Now, the network lifespan can be computed on the

basis of the wasted energy εw in the following:

L =
ηεini − εw

ei
(17)

In equation 17, η and εini are constants, thus the

network lifespan is related to εw. According to [Chen

and Zhao, 2005], the network lifespan depends not only

on the average power consumed, but also on the leftover

residual energy in the network. Therefore, the better

routing protocol tries to reduce the wasted energy εw

to its minimum value minεw such that to increase the

network lifespan to maxL (maximum value of network

lifetime). maxL is given below:

maxL =
ηεini −minεw

ei
(18)

The proposed cluster-based routing protocol (E-RARP)

is energy efficient in the two dominant phases i.e. clus-

tering and routing. In clustering, the energy consump-

tion of the network is very efficient due to avoiding

repetitive clustering and devising low overhead cluster-

ing algorithm. Also, the routing algorithm favors high

quality paths in terms of energy efficiency and reliabil-

ity. All of these interesting features influence positively

the energy consumption balancing in WSN. As a result,

the leftover wasted energy is reduced and the network

lifetime is increased.

4 Evaluation of routing protocols

In this section, we present the energy model, the sim-

ulation configuration and performance metrics as well

as the results and discussions.

4.1 Energy model

The resource manager in Castalia simulator is in charge

of calculating the amount of energy used in various

states like transmission, reception, and so on. The AA

batteries are configured with 29160 joules and based on

the overall power consumed and the amount of time

elapsed, energy is linearly subtracted. The radio and

the sensor manager, which simulate hardware devices,

transmit messages to the resource management to in-

dicate how much energy they are presently drawing.

Thus, the resource manager can compute the amount

of energy spent. The most widely used real radio C2420

is used for our simulations.

4.2 Simulation configuration and performance metrics

We use the simulation tool Omnet ++ based Castalia

simulator [Castalia, 2021] to verify the performance of

E-RARP and analyze the experimental data by com-

paring to several routing protocols wherein Multilevel

[Ajay et al., 2011], HDMRP [Hadjidj et al., 2010], LB-

CR-ACO [Guleria and Verma, 2018] and EAQHSeN

[Malik et al., 2017]. We evaluate the performance of the

candidate routing protocols in terms of real-world based

metrics like network lifetime, the time before the data
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is no longer able to reach the FC and network response

time, the time it takes for data to get to its destination

(FC) across the network. These metrics are considered

as the main metrics in WSN-based forest fires detection

application. The comparison is done also based on the

computational time metric which is the time needed to

run the algorithm. To ensure this comparison, we de-

ployed 49 SNs randomly in the ROI. The initial energy

of each SN is assumed to be 29160 joules and the trans-

mission power is 46.2 mW (-5 dBm). The Tunable MAC

protocol was used for all the simulations. All the used

simulation parameters are depicted in table 2. Inter-

estingly, the same evaluation methodology we recently

proposed in this study [Moussa et al., 2020b] is used in

this paper to evaluate the candidate protocols.

Table 2: Simulation parameters.

Parameter Value

MAC Protocol TDMA
Model of radio propagation Lognormal shadowing
Target area (m2) 10000
Initial energy (J) 29160
Energy threshold for failure
announcement (J)

400

Radio type CC2420
Number of nodes 49
Transmission power (dBm) -5

4.3 Results and discussions

First of all, we need to choose the optimised values of

the ACO algorithm parameters α, β and ρ and the LQI

threshold LQIth. After that, we conduct simulations

to get a better energy threshold for re-clustering the

network. Also, we measure the computational time and

we investigate how the proposed routing protocol E-

RARP along with its counterparts perform in the forest

fire application scenarios.

The ACO parameters i.e. α, β and ρ are very impor-

tant as they affect the performance of the routing pro-

tocol in WSNs. The greater the value of α, the higher

the probability ants will follow a previously discovered

path which leads to local optimal solution. On the other

hand, the smaller the value of α, the higher the proba-

bility of random search which increases the search time

and decreases the convergence speed. If β is too high,

the effect of pheromone is neglected while the smaller

value increases the randomness of the next hop search.

Also, the ρ parameter is very interesting. Its high value

increases the re-selection of previous traversed path.

However, the small value of ρ increases the randomness

of path search and global search capability.

Apparently, the ACO algorithm has fewer parame-

ters to be predetermined. However, the optimal selec-

tion of these parameters is complicated especially in real

environment deployment known by its dynamic aspect.

Thus, to bypass this difficulty, extensive simulations are

conducted to select the better values of α, β and ρ. It

is clear from the Table 3 that α, β and ρ with values

of 0.5, 5 and 0.3, respectively, give the smallest path

length along with a small number of iterations.

Table 3: Path length determination using different val-

ues for α, β and ρ.

α β ρ Path length Iteration

0.5 1 0.3 638.01 77
0.5 1 0.4 639.32 86
0.5 1 0.5 639.30 94
0.5 1 0.6 639.58 91
0.5 5 0.3 633.1 55
1 5 0.3 636.94 66
2 6 0.4 637.28 51
4 8 0.5 637.12 57
5 10 0.6 636.73 58

In order to find a better energy threshold that evenly

balances the energy consumption among SNs, we con-

ducted numerous simulations and an average result of

10 experiments is depicted in table 4. The objective is to

find a better energy threshold to trigger re-clustering in

particular after a batch. This energy threshold should

satisfy energy balancing and maximize network life-

time. For this, we measure the lifetime for each en-

ergy threshold. Thus, the energy threshold that gives

maximized network lifetime is used in the simulations.

According to the table 4, it is obvious that the en-

ergy threshold with value of 90% of preceding energy

is the one that provides better energy preservation and

increased network lifetime. It extends the lifetime of

the network until 11.52 days which is the better value

among the others. Therefore, as mentioned before we

used this energy threshold in the rest of simulations.

Table 4: The network lifetime (in days).

Energy
thresholds

0.9 0.8 0.7 0.6 0.5 0.4 0.3

Lifetime
(E-RARP)

11.52 11.51 11.50811.50 11.48 11.46 11.42

The WSNs are often deployed in harsh environments

where links/SNs may fail due to several types of fail-
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ures (energy depletion, weather conditions, etc.). How-

ever, the most IoT-based applications require a reliable

communication scheme and high Packet Delivery Ratio

(PDR). The aim is to vary the LQI values in order to

find a suitable one that gives better PDR. Thus, we per-

form simulations to find the LQI threshold. Therefore,

as shown in Fig. 3, we observe that the better value of

LQIth is 230.

Fig. 3: LQI value

We evaluate the performance of routing protocols

according to computational time metric. From the re-

sults of table 5, it can be seen that E-RARP has low

computational time than other protocols due to its new

formulated heuristic function and its interesting algo-

rithm restricting the search scope of ants while dimin-

ishing the complexity of the algorithm.

Table 5: Computational time.

Protocol Computational
time (s)

The proposed E-RARP 5
LB-CR-ACO [Guleria and
Verma, 2018]

9.2

EAHQSeN [Malik et al., 2017] 9.6
HDMRP [Hadjidj et al., 2010] 7.1
Multilevel [Ajay et al., 2011] 8.5

To evaluate the performance of the proposed rout-

ing protocol with those of its peers, we used the most

representative scenarios which could happen after net-

work deployment. Here, we describe each scenario along

with its simulation result and discussion.

Scenario#1 (Absence of failure and event): It

is the most present in forest where SNs wait for events.

Here, the network lifetime is only affected by the energy

consumed for the network configuration and the rout-

ing tables update. Fig. 4 depicts this network lifetime. It

can be seen from the figure that Multilevel consumes a

high amount of energy in comparison with other proto-

cols and this is due to RREQ (Route REQuest) packet

retransmission while in HDMRP and EAQHSeN each

SN forwards RREQ only once. The slight advantage of

EAQHSeN over HDMRP is due to the fact that con-

trol packets are sent in unicast mode instead of flood-

ing. The protocol LB-CR-ACO and E-RARP give inter-

esting results owing to the fact that transmissions are

optimized using TDMA and cluster-based techniques.

We remark that the proposed protocol E-RARP per-

forms well because unlike LB-CR-ACO it implements

an interesting feature depicted in avoiding re-clustering

every round which is an energy-consuming task and im-

plements an energy-threshold based technique for this

purpose.

Fig. 4: Network lifetime

Scenario#2 (Presence of failure and absence

of event) : In this scenario, the network topology must

be adapted to any change in its component. It must

compensate for the loss of one or several SNs because

of a destruction or energy depletion. The network life-
time in this case is impacted by the energy consumed

to reconfigure the network because of failures. Fig. 5

shows the network lifetime. The network configuration

along with routing tables update and network waiting

for events is the most dominant phase than route repair

which has a slight impact. For this reason, we can ob-

serve that routing protocols keep their order in terms

of performance as in scenario#1.

Scenario#3 (Absence of failure and presence

of event) : Wehenever one or several SNs detect an

event, a message is transmitted through discovered paths

by routing protocols to the FC. The network lifetime in

this scenario is impacted by this extra traffic and the

network response time is calculated. The fig. 6 shows

the network lifetime and network response time. From

this figure, it can be observed that Multilevel spends

more energy and time than other protocols. This results

from the fact that Multilevel employs an acknowledg-

ment scheme while the other protocols do not. The pro-

tocol EAQHSeN gives very slightly better performance
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Fig. 5: Network lifetime

compared to HDMRP because of using energy efficient

paths. The protocols LB-CR-ACO and E-RARP per-

form well compared to previous protocols by using clus-

tering technique and optimized routes provided by ACO

algorithm. Importantly, the performance of E-RARP is

good due to the consideration of both energy efficiency

along with reliability in heuristic function.

(a) Network lifetime

(b) Network response time

Fig. 6: Comparison of Routing Protocols Performance.

Scenario#4 (Presence of failures and event) :

In this scenario, SNs may fail before or in the moment

of sending an alert message to the FC. If the faulty

SNs are within the principal path between the event de-

parture and FC, the network response time is affected

by the time needed to re-create viable paths while the

network lifetime is highly impacted by the energy for

transmitting event and route repair. The fig. 7 shows

the network lifetime and network response time. From

the plots of network response time, it is clear that LB-

CR-ACO exceeds the other protocols in terms of this

metric because the time for fault tolerance is high which

means that it takes a long time to re-cluster the network

in order to deliver alert messages. Also, the protocol

Multilevel requires more time to rebuild routes when a

failure happens. In this situation, it involves all neigh-

bor nodes during the recovery process which requires

extra time unlike HDMRP, EAQHSeN and R-RARP

which use backup paths. On the other hand, E-RARP

is more advantageous in both network lifetime and net-

work response time than other protocols for the reasons

stated before.

(a) Network lifetime

(b) Network response time

Fig. 7: Comparison of routing protocols performance.

After evaluating the routing protocols in each sce-

nario, it is now important to determine which is the best

performing routing protocol among the others. Over-

all, the network goes through the most of the above

scenarios from its start till its end. Hence, an aggrega-

tion method is applied where we give a weight to each

scenario. After aggregation of the results using the ta-

ble 6, the results are given in fig. 8. From this figure,

the E-RARP routing protocol proposed in this paper

provides interesting results (network lifetime and net-

work response time). Thus, E-RARP can be considered

as a promising solution for energy-efficient and time-
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(a) Network lifetime

(b) Network response time

Fig. 8: Comparison of routing protocols performance.

sensitive applications like forest fires detection. It is

then the first routing protocol that studies the perfor-

mance of WSN focusing on the three issues (network

lifetime, fault tolerance and response time). Accord-

ingly, it proved its performance, especially compared

to its peers, in terms of the significant enhancement re-

garding network lifetime (approximately 12 days) and

reduced response time to events which is under the limit

(6 minutes) fixed by the National Fire Danger Rating

System used in the United States [NFDRS].

Table 6: The weights of each case Moussa et al. [2020b].

Lifetime Response time

1st case 0.4 -
2nd case 0.3 -
3rd case 0.1 0.4
4th case 0.2 0.6

4.4 Discussion

Routing is a critical issue especially for event-driven ap-

plications (detection of forest fires for example). And,

among the constraints of this type of applications, there

exists the real-time reception of the critical fire start

event by the authorities despite the situations (failures)

that may occur for the network. Several routing pro-

tocols [Rastogi et al., 2021, Alqahtani, 2021, Abidoye

and Kabaso, 2021, Malar et al., 2021] have been pro-

posed recently aimed at increasing the lifetime of the

network and reducing latency, but these protocols fail

to take fault tolerance into account. So even if we gain

in terms of energy efficiency, we lose in the reliabil-

ity side. To address this challenge, the authors in [Ma-

heshwari et al., 2021] have proposed a routing proto-

col based on the BOA and ACO algorithms. In this

protocol, the residual energy of CHs is monitored in

order to detect the failure. But, one issue with the pro-

posed fault-tolerant algorithm in this protocol is that

it does not cover all sources of failures (physical dam-

age, etc). Also, when the failure is detected the network

is required to re-cluster SNs which is a greedy task in

terms of energy consumption. To resolve all these is-

sues, our proposed protocol does not only address post

failure state but also anticipates reliability. By choosing

the reliable paths in the path routing selection phase,

the network avoids additional cost of fault tolerance.

In the worst case, when a failure occurs several paths

have been built by our protocol which allows to route,

without extra cost, the data on the backup path when

the main path fails. For these reasons, the proposed

E-RARP is more suitable for the forest fire detection

application than its counterparts.

5 Conclusion and Future Work

In this paper, we have proposed an energy-efficient and

reliable routing protocol for WSNs. The network is di-

vided using an optimized energy-efficient clustering al-

gorithm. For data transmission, we devised an ACO-

based routing algorithm that aims to ensure both en-

ergy efficiency and reliability. The proposed novel ACO

algorithm has a unique importnat characteristic that

the existing algorithms do not posses. Indeed, the heuris-

tic function in E-RARP is devised using four new pa-

rameters in addition to the pheromone which are hop

count, counter of weak-links, neighbor nodes count and

residual energy. This allows creating high-quality paths

in terms of energy efficiency and reliability. The pro-

posed algorithm is compared through simulations with

other protocols namely EAQHSeN, LB-CR-ACO, HDMRP

and Multilevel to evaluate their performance under var-

ious scenarios which may happen after network deploy-

ment in a forest. The results show that the proposed

protocol performs better in comparison with its coun-

terparts in terms of computational time, network life-

time and network response time. Clearly, the proposed

E-RARP algorithm is a very attractive and robust rout-

ing protocol for delay-intolerant applications such as
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forest fire detection. In addition, the proposed algo-

rithm is highly implementable and attractive from a

practicality point of view.

As we mentioned, the evaluation of routing proto-

cols is made based on simulations which do not reflect

the real-world scenario. Thus, more accurate results will

be obtained by implementing the proposed routing pro-

tocol and its counterparts in a physical environment

because of the aforesaid features and comparing their

results.
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