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Barriers to the Adoption of Industry 4.0 Technologies in the Manufacturing Sector: An 

Inter-Country Comparative Perspective 

 

Abstract 

This paper examines barriers to the implementation of Industry 4.0 technologies in the 

manufacturing sector in the context of both developed and developing economies. A 

comprehensive literature review, followed by discussions with industry experts, identifies 15 

barriers, which are analyzed by means of a Grey Decision-Making Trial and Evaluation Laboratory 

(DEMATEL) approach. The ‘lack of a digital strategy alongside resource scarcity’ emerges as the 

most prominent barrier in both developed and developing economies. The influencing barriers 

identified suggest that improvements in standards and government regulation could facilitate the 

adoption of Industry 4.0 technologies in developing country case, whereas technological 

infrastructure is needed to promote the adoption of these technologies in developed country case. 

This study is one of the first to examine the implementation of Industry 4.0 in both developing and 

developed economies. This article highlights the difficulties in the diffusion of technological 

innovation resulting from a lack of coordinated national policies on Industry 4.0 in developing 

countries, which may prevent firms from fully experiencing the Industry 4.0 revolution. The results 

of this study may help decision makers and practitioners to address the barriers highlighted, paving 

the way for successful implementation of Industry 4.0 across the manufacturing sector. 
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1. Introduction 

Industry 4.0, also termed the fourth Industrial revolution, is currently a burgeoning research 

topic (Chiarello et al., 2018). It can be seen as the convergence of several emerging concepts and 

new technologies, such as radio-frequency identification (RFID), big data, cloud computing, smart 

sensors, machine learning (ML), robotics, additive manufacturing (AM), artificial intelligence 

(AI), augmented reality and the Internet of Things (IoT) (Li, 2017; Schwab, 2017). The advanced 

technologies involved in Industry 4.0 are restructuring entire production systems by transforming 

analog and centralized workflows into digital and decentralized production processes. Industry 4.0 

integrates people, machines, and data, creating more agile and responsive supply chains. 

Despite the benefits that the adoption of Industry 4.0 technologies brings to supply chains, 

there is a long way to go (Dalenogare et al., 2019; Frank, et al., 2019). 2018). For instance, the 

results of a recent survey conducted by the consulting firm Deloitte in 19 countries reveals that 

only 14% of chief executive officers are confident that their organizations are fully prepared to 

incorporate the changes brought about by Industry 4.01.  

There is previous scientific research on barriers to the adoption of Industry 4.0 

technologies. Some of the research previously conducted is based on empirical data by means of 

survey research (e.g. Turkes et al., 2019; Stentoft et al., 2019) and interview case studies (e.g. 

Horváth and Szabó, 2019; Machado et al., 2019). Further research focusing on mathematical 

techniques has also analyzed barriers to Industry 4.0 (e.g. Saatçioğlu et al., 2019; Aggarwal et al., 

2019; Karadayi-Usta, 2019; Kamble et al., 2018). The scientific debate on this topic is still in 

progress, and more research is needed before a general consensus can be reached. Different 

research methods have been applied to this topic across different countries (e.g. India, Turkey, 

Romania, Demark, Sweden, and Hungary). Therefore, this article aims to examine the barriers to 

the implementation of Industry 4.0 technologies in the manufacturing sector in the context of both 

developed and developing economies, based on a Grey Decision-Making Trial and Evaluation 

Laboratory (DEMATEL) approach. 

The research questions considered in this paper are as follows:  

RQ1: What are the barriers to the implementation of Industry 4.0 in the manufacturing 

industries of developed and developing countries? 

RQ2: What are the causalities and dependencies between these barriers?  

RQ3: What are the hierarchical levels among these barriers? 



RQ4: What are the differences between the barriers to Industry 4.0 in developing and 

developed countries? 

Grey-DEMATEL is a technique that identifies the total degree of influence of each barrier 

on other barriers, resulting in a better decoding of the uncertainty and vagueness contained in 

responses from experts (Si et al., 2018). Thus, this technique provides improved analysis compared 

with the application of interpretive structural modeling (ISM), for instance.  

The policies created by developed and developing countries to enable the advancement of 

the Industry 4.0 digital revolution are different. Developed countries have generally formulated 

national strategies for development, whereas developing countries have adopted Industry 4.0 

technologies on a corporate level, depending on individual corporate initiatives rather than national 

and coordinated policies (Bogoviz et al., 2019). Barriers to the diffusion and adoption of new 

technology are often present (Parente and Prescott, 1994). Therefore, it is important to investigate 

the different barriers that hinder the adoption of Industry 4.0 in developed as well as emerging 

economies. Studies examining this difference are vital, as companies operating across a variety of 

countries with differing economic conditions want to implement Industry 4.0 technologies across 

the board. 

The barriers studied in this article were identified based on a comprehensive literature 

review and discussion with industry experts. The causal relationships between barriers were 

established using a Grey-DEMATEL approach. This approach was applied in an Indian company, 

representing a developing economy, as well as a French company, representing a developed 

economy. This study makes manifold contributions to the literature on this topic by identifying 

and analyzing these barriers in the context of developed as well as emerging economies, an 

understanding which is necessary to the smooth adoption of Industry 4.0. This analysis, based on 

the Grey-DEMATEL approach, provides useful insights and actionable points for manufacturing 

companies.  

The rest of this paper is organized as follows: Section 2 presents and discusses Industry 4.0 

literature and the barriers to implementing Industry 4.0 technologies. The research methodology 

is presented in Section 3. Real case application is demonstrated in Section 4. The key findings are 

discussed in Section 5. Finally, the conclusions and suggestions for future research are outlined in 

Section 6. 

 



2. Literature Review 

This section gives an overview of the existing literature on Industry 4.0, following which 

the barriers inhibiting the adoption of Industry 4.0 in manufacturing sector are discussed. In the 

last part of this section the analytical approach is outlined.  

 

2.1. Industry 4.0 

The term “Industry 4.0” was first coined at the Hanover Fair in 2011. Subsequently, in 

2013, the German government adopted it as a strategic initiative to revolutionize the manufacturing 

industry (Li, 2017; Xu et al., 2018). Recently, Industry 4.0 has gained increasing attention due to 

its numerous benefits to manufacturing organizations (Dalenogare et al., 2018). However, 

academic research on Industry 4.0 is still in the nascent stage (Horváth and Szabó, 2019).  

A number of authors have recently conducted literature reviews exploring future research 

avenues in this area (Lu, 2017; Xu et al., 2018; Hofmann and Rüsch 2017). Hofmann and Rüsch 

(2017) discuss the opportunities of Industry 4.0 in the context of logistics. They argue that 

management is facing challenges to the implementation of Industry 4.0 because companies may 

not observe any short-term financial returns after implementation of Industry 4.0. Along similar 

lines, in the context of logistics, Barreto et al. (2017) analyze the requirements that may enable 

firms to be more efficient at implementing Industry 4.0. Haddud et al. (2017) and Ben-Daya et al. 

(2017) extend the concept of Industry 4.0 from logistics to supply chains. Haddud et al. (2017) 

analyze potential benefits and challenges associated with the integration of Industry 4.0 into supply 

chains, while Ben-Daya et al. (2017) explore the role of the IoT and its impact on supply chain 

management performance. It is necessary to integrate several technologies simultaneously across 

the supply chain for the implementation of Industry 4.0. Oesterreich and Teuteberg (2016) 

investigate the challenges that Industry 4.0 presents for the construction industry. Fettermann et 

al. (2018) examine the requirements of different technologies, such as radio frequency identifiers, 

sensors, processing in the cloud and cyber-physical systems. Meanwhile, Li et al. (2017) discuss 

the technological drivers of Industry 4.0 across the supply chain. Dalenogare et al. (2018) analyze 

the impact of Industry 4.0 technologies on industrial performance in a Brazilian context.  

In a number of interesting studies, authors have tried to link two different emerging 

concepts related to operations management, such as lean manufacturing and Industry 4.0, and the 

circular economy and Industry 4.0. Mrugalska and Wyrwicka (2017) look at how the concepts of 



lean manufacturing and Industry 4.0 can coexist and support each other. Lopes de Sousa Jabbour 

et al. (2018) propose that different Industry 4.0 technologies could assist the implementation of 

circular economy strategies. The authors reveal that there is a mutually beneficial relationship 

between Industry 4.0 and the circular economy. Ivanov et al. (2018) analyze the relationship 

between big data analytics, additive manufacturing, advanced trace & tracking systems, Industry 

4.0 and supply chain disruption risks, as well as how digitalization can contribute to enhancing 

ripple effect control. Li (2017) compares Germany’s “Industry 4.0” and China’s “Made-in-China 

2025” and has evaluated the position taken by China in “Made-in-China 2025.” The authors argue 

that firms across China are facing several barriers due to various issues. However, these barriers 

to implementing Industry 4.0 in the manufacturing industry have not yet been investigated 

(Moktadir et al., 2018). The next subsection will discuss these barriers. 

 

2.2 Barriers to the Adoption of Industry 4.0  

The majority of researchers agree that the investigation of barriers related to 

implementation of Industry 4.0 remains largely unexplored in the extant literature and merits 

further investigation (de Sousa Jabbour et al., 2018a, b; Kamble et al., 2018; Horváth and Szabó, 

2019; Oesterreich and Teuteberg, 2016; Xu et al., 2018). 

There has been some fragmented analysis of these barriers (Horváth and Szabó, 2019); for 

instance, certain authors suggest that the lack of a skilled workforce, conflicts between workers 

due to changing working environments (Kiel et al., 2017; Müller and Voigt, 2017), shortage of 

financial resources (Kiel et al., 2017; PwC, 2014), data security (Kiel et al., 2017; McKinsey, 

2016), low degrees of standardization, poor understanding of integration (Müller and Voigt, 2016) 

and systems architecture (PwC, 2014) are the major obstacles to the implementation of Industry 

4.0. However, to date these barriers have only been analyzed individually, and generally from a 

technological perspective. The adoption of Industry 4.0 is a complex process, within which factors 

influence each other (Horváth and Szabó, 2019); therefore, a comprehensive consideration of all 

these factors is needed.  

Much of the research on barriers to the adoption of Industry 4.0 technologies has been 

conducted based on empirical data by means of survey research (e.g. Turkes et al., 2019; Stentoft 

et al., 2019) and interview case studies (e.g. Horváth and Szabó, 2019; Machado et al., 2019). 

These studies highlight those barriers which prevent companies located in developed and 
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developing countries (e.g. Romania, Denmark, Hungary, and Sweden) from achieving digital 

readiness. The extant findings state that a ‘lack of knowledge about Industry 4.0’, ‘more focus on 

the costs of developing the company’ and ‘lack of understanding of the strategic importance of 

Industry 4.0’ are the most prominent barriers faced by small and medium sized companies in 

Romania to adopting Industry 4.0 technologies (Turkes et al., 2019). The maturity level of a 

company’s digital transformation influences managers’ perception of barriers to Industry 4.0 

according to Machado et al., 2019, and organizational resistance from employees and middle 

management levels are likely to hinder the adoption of Industry 4.0 technologies within small and 

medium sized companies in Hungary (Horváth and Szabó, 2019).  

Other researchers have focused on using mathematical techniques to analyze the barriers 

to Industry 4.0 (e.g. Saatçioğlu et al., 2019; Aggarwal et al., 2019; Karadayi-Usta, 2019; Kamble 

et al., 2018). Kamble et al. (2018) analyze the relationships between 12 barriers to Industry 4.0 

adoption in the context of Indian manufacturing companies by means of interpretive structural 

modeling (ISM) and fuzzy MICMAC (Matriced’ Impacts Croise's Multiplication Appliquée a UN 

Classement). Their main finding is that ‘legal and contractual uncertainty’ is the barrier that most 

influences the others. Karadayi-Usta (2019) also applies ISM and MICMAC to related barriers in 

the firm Bosch, and investigates the ways in which the barriers affect each other. ‘Lack of 

education system’ is identified as the main barrier in this study. Aggarwal et al. (2019) analyze six 

barriers to Industry 4.0 in India using the DEMATEL approach and show that ‘management 

commitment’ was both the most prominent and influential barrier. Finally, Saatçioğlu et al. (2019) 

identify, by means of ISM, that ‘lack of vision’ was the most prominent barrier affecting other 

barriers studied in the context of Turkish companies.  

Horváth and Szabó (2019) and Kamble et al. (2018) suggest that the adoption of Industry 

4.0 in the context of developing versus developed economies needs further investigation. Horváth 

and Szabó (2019) propose to analyze Industry 4.0 through a geographical lens, in order to compare 

similarities and differences across regions. Comparative geographical studies are vital in today’s 

economic environment, as the companies implementing Industry 4.0 often have a presence in 

multiple countries. These companies need to implement these technologies in all major markets to 

in order to exploit their potential benefits. Therefore, an analysis of the barriers in different 

geographical areas is crucial if we are to fully maximize the benefits of Industry 4.0.  

 



2.3 Evaluating the Relationships Between Barriers 

 This section describes the approaches utilized to analyze the barriers identified. As 

presented in Table 1, most studies in the context of Industry 4.0 are based on conceptual discussion 

and literature reviews. Furthermore, they tend to be based on magazine articles and conference 

papers, since very few papers have been published in high impact scientific journals. Authors have 

investigated the relationships between barriers in different contexts using a number of different 

approaches, which are outlined below.  

Three different Multi-criteria decision-making (MCDM) techniques – AHP, ISM and 

DEMATEL – are widely applied to analyze and establish relationships between barriers (Mangla 

et al., 2018). However, only two of the papers analyzed in this study used an MCDM approach to 

establish the contextual relationship between the identified barriers to Industry 4.0 adoption 

(Karadayi-Usta, 2019; Kamble et al., 2018). Furthermore, causality and relationships between 

barriers has been identified as a future avenue of research.  

DEMATEL is one method that establishes contextual as well as causal relationships 

(Gabus and Fontela, 1972). DEMATEL has several advantages over Analytical Hierarchical 

Process (AHP) and interpretive structural modeling (ISM). When using the AHP method, one 

assumes that the criteria are independent of each other, which tends not to be realistic in practical 

scenarios. ISM is another popular method which establishes relationships between variables. 

However, while ISM establishes these relationships based on their dependency and driving power, 

it does not indicate the severity of their effects. DEMATEL is effective when using a small sample 

composed of experts (Lee et al., 2013). For instance, Bai and Sarkis, 2013 apply DEMATEL in 

the case of a sample of three experts. Therefore, DEMATEL has an advantage over other MCDM 

methods because it reveals the relationships between the criteria and prioritizes them based on the 

nature of these relationships, as well as the severity of their effects on each other. This method 

deals with complex causal relationships among the variables by using a combination of matrices 

and graphs.  

Some studies combine DEMATEL with the Grey approach (Bai and Sarkis, 2013; Xia et 

al., 2015) and argue that this method is more effective than DEMATEL alone. Deng (1982) first 

introduced Grey Theory. In real-life scenarios, capturing precise information (Fu et al., 2001; Li 

et al., 2007) from imprecise human responses and interactions presents a huge challenge. 

Attempting to capture this information inevitably leads to biases and vague results. Grey Theory 

https://www.sciencedirect.com/science/article/pii/S0360835219303961#b0140
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accounts for inappropriate or inaccurate human judgments and can be successfully incorporated 

into any decision-making process to improve the accuracy of judgments (Tseng, 2009). In the 

literature, authors also use the fuzzy concept to account for the vagueness of human decision-

making. However, the Grey technique has an advantage over the fuzzy concept; the fuzzy concept 

struggles to accurately map membership functions that are triangular or trapezoidal, whereas these 

are easily handled using the Grey concept (Xia et al., 2015). Therefore Grey-DEMATEL has 

emerged as an effective approach to establishing the relationships between different barriers. 

  From the above discussion it is evident that studies on the barriers to Industry 4.0 often 

focus on only one factor. Based on the literature review and to the best of the authors’ knowledge, 

there are, as yet, no studies comparing the causality and dependencies of Industry 4.0 

implementation barriers across different economic contexts. This study bridges the research gap 

by identifying a set of barriers and evaluating their relationships in the context of developed and 

developing economies using the proposed MCDM technique (Grey – DEMATEL).  

 

<Insert Table 1 here> 

 

3. Research Methodology 

The proposed methodology comprises four stages in order to analyze barriers to the 

implementation of Industry 4.0 across different economic contexts. In the first stage, barriers to 

the successful implementation of Industry 4.0 in the manufacturing sector were identified based 

on the literature review and experts’ input. In the second stage, relationships between these barriers 

were analyzed from the perspectives of six industry experts with the assistance of the Grey-

DEMATEL technique. A matrix comprising a list of the identified barriers was provided to six 

manufacturing experts to fill in. From their responses, an initial direct relationship matrix was 

formed and, subsequently, the sequential processes of Grey-DEMATEL were followed to evaluate 

the causal barriers to Industry 4.0. The results obtained were validated by feedback from experts. 

In the end, sensitivity analysis was carried out to check the robustness of the analysis. Figure 1 

shows the proposed framework for identifying barriers to the implementation of Industry 4.0.  

 

<Insert Figure 1 here> 
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 Stage 1. Selection of barriers and their meanings 

Barriers were identified using three steps, based on a review of the relevant literature and 

input from experts. In the first step, we searched for research articles published in scientific 

journals in the leading databases (Scopus and Web of Science), using the keywords ‘Industry 4.0’ 

and ‘barriers’. The initial searches identified 130 titles, with some degree of overlap (50 from 

Scopus and 80 from Web of Science). After eliminating duplicates and irrelevant articles, 

approximately 50 papers were ultimately selected for the literature review. In the second step, 

having completed a review of these articles, we identified 23 different barriers. In the third step, a 

group of experts was selected and provided with the final list of barriers. This group consisted of 

recognized industry experts, identified based on purposive sampling. Initially, we contacted twelve 

experts, six of whom (four from India and two from France) agreed to participate in the study and 

discussion. All the experts consulted have comprehensive knowledge in the field of Industry 4.0, 

and have worked in the industry for over five years. A Skype call was arranged for the discussion. 

The 23 barriers identified in the second step were presented to the six experts for discussion, and 

the experts were free to edit the list of barriers. Based on these discussions and feedback from the 

group of experts, 15 different barriers were found relevant to implementing Industry 4.0 in the 

manufacturing industry. 

 

3.1 High Investment in Industry 4.0 Implementation 

According to Geissbauer et al. (2014), firms intent on implementing Industry 4.0 initiatives 

would have to commit to increasing their planned yearly capital investments by 50% for the next 

five years. This not only implies that firms must re-engineer their existing strategies, but also that 

a considerable amount of investment is needed to achieve Industry 4.0 goals. Furthermore, Kache 

and Seuring (2017) support this assertion by mentioning that high investment regarding people, 

processes and technology is required both at the corporate level and the supply chain level. Breunig 

et al. (2016) state that most firms are still reluctant to invest in Industry 4.0 related R&D, which 

poses challengingly high investment requirements. Along similar lines, Dalenogare et al. (2018) 

indicate that Brazilian enterprises also expect higher investment in digital technologies.  

 

3.2 Lack of Clarity Regarding Economic Benefit 



The productivity gains and economic benefits of spending on information technology have 

always been questioned (Brynjolfsson, 1993; Osterman 1986; Stolarick 1999). The productivity 

paradox regarding technology implementation thus brings uncertainty about the clear assessment 

of the economic benefits of investment in technology.  

 

3.3 Challenges in Value-chain Integration 

Breunig et al. (2016) discuss the challenge of breaking down obstacles between various 

organizational departments in order to achieve the smooth coordination needed for Industry 4.0. 

This kind of challenge is amplified when multiple organizations in the value chain require 

integration. Geissbauer et al. (2014) highlight the need for close cooperation among value-chain 

partners along with horizontal value-chain integration. Furthermore, Majeed and Rupasinghe 

(2017) state that most firms fail due to poor integration of the IoT in an Industry 4.0 environment. 

This argument is further supported by Dalenogare et al. (2018). 

 

3.4 Risk of Security Breaches 

Increased connectivity – i.e. complex links among value-chain partners – creates 

unanimous concerns about the security risks of sharing information among channel partners 

(Geissbauer et al., 2014). Breunig et al. (2016) talk not only about firms’ cyber-security concerns 

but also about the fear of losing their data to third-party software and service providers in Industry 

4.0. Lee and Lee (2015) discuss this risk as one of the potential challenges in IoT implementation, 

as hackers would pose serious threats. 

 

3.5 Low Maturity Level of Preferred Technology 

Lee and Lee (2015) further raise the issue of potential chaos when early stage, poorly tested 

technologies are deployed. Such technologies may not possess stability regarding standards, 

privacy issues and data security, and the increasing number of partially tested devices can result 

in chaos. The paper further argues that while this doesn’t pose a significant problem in an 

unconnected world, it could critically affect an interconnected system of technologies. 

 

3.6 Inequality 



Industry 4.0 will bring about social tension in the labor market. The effect of this could be 

positive or negative, but technology will segregate the market into low skills/low pay and high 

skills/high pay categories, resulting in social tension (Schwab, 2017). It is further argued that 

Industry 4.0 will benefit the owners of intellectual capital and their shareholders, while also 

deepening the gap between those dependent on labor versus those dependent on capital, increasing 

inequality.  

 

3.7 Disruption to Existing Jobs 

Haddud et al. (2017) discuss the challenges presented by Industry 4.0 and raise the issue 

of disruption to existing jobs. Although they do not perceive displacement of human resources as 

a potential challenge, O’Halloran and Kvochko (2015), along with Ryan and Watson (2017), 

perceive displacement of humans as a potential challenge in a social and organizational context. 

Schwab (2017) argues that the advancements in Industry 4.0 would increase inequality, potentially 

disrupting the labor market. 

 

3.8 Lack of Standards, Regulations and Forms of Certification 

Schröder (2016) talks about reservations among small and medium enterprises (SMEs) 

regarding the adoption of Industry 4.0 due to the lack of common standards and regulations. The 

author further points out that this lack of standards challenges SMEs when joining value-creation 

activities and networks. Furthermore, advancing technology is continually challenging regulators 

and legislators. They face difficulties in safeguarding the interests of customers when they are not 

adapted to rapidly changing technology and its broad impact. Thus, regulators must adapt quickly 

to changing technological innovations in order to understand what they are regulating (Schwab, 

2017). 

 

3.9 Lack of Infrastructure 

Wide-ranging broadband infrastructure is a must in realizing Industry 4.0. One of the major 

pitfalls, even in developed nations such as Germany, is a lack of reliable high-speed broadband for 

SMEs. Only big players with vast resources currently have this kind of technology at their disposal 

(Schröder, 2016). Industry 4.0 would require every channel member to be integrated; thus, digital 

infrastructure is a factor that cannot be ignored. Buntz (2016) cites the results of Penton’s survey, 



wherein 33% of respondents believed that lack of infrastructure is an issue in adopting IoT. The 

survey further found that many firms are now collaborating instead of competing regarding the 

necessary infrastructure development needed for Industry 4.0. 

 

3.10 Lack of Digital Skills 

Among the non-technical challenges that the IoT (and therefore Industry 4.0) faces, 

employees with the required knowledge and skills remain key (Hung, 2016). Breunig et al. (2016) 

also argue that many firms admit that they do not have the necessary expertise or skills to realize 

the full potential of Industry 4.0 applications. Breunig further states that a lack of digital skills and 

expertise paralyzes firms’ ability to collaborate with their software solution providers when their 

workforces lack the expertise to use what they are buying. Geissbauer et al. (2014) suggest that 

under-qualified employees are the second major barrier to realizing Industry 4.0, as businesses will 

become more data-driven and agile, requiring a more qualified workforce. 

 

3.11 Challenges in Ensuring Data Quality 

Quality of data has four aspects: consistency, completeness, accuracy and redundancy 

(Chen et al., 2014). In the age of fully realized big data, in which firms would have to be 

interconnected, a large amount of data would be generated, and the complex nature of such data, 

along with its heterogeneity, makes it difficult to measure completeness and data accuracy. This 

increases the risk of false discoveries (Lohr, 2012). Furthermore, when data frequently changes 

and is shared with multiple collaborators, data integrity and consistency becomes a major 

challenge (Khan et al., 2014). This would be the case in Industry 4.0, as firms will be 

interconnected at a much higher level than previously.  

 

3.12 Lack of Internal Digital Culture and Training 

To harness the value of Industry 4.0, it becomes necessary to have strong internal 

capabilities in the team and a culture that fosters innovation and is open to experimentation 

(Breunig et al., 2016). Furthermore, it is argued that employees with these capabilities would be 

in higher demand and much lower supply in such a scenario. Thus, firms would need to be ready 

to shift to where such employees were available. Such resources would inculcate an internal digital 



culture and make it possible to integrate a team with experts from different domains (Breunig et 

al., 2016). 

 

3.13 Resistance to Change 

One of the barriers to the implementation of IoT in organizations relates to employees who 

are unwilling to change the way they work. These employees resist using new technologies and 

the practices associated with them (Haddud et al., 2017). Another dimension of resistance is 

presented by Lee and Lee (2015), who argue that some IoT technologies generate an enormous 

amount of personal data, such as household, health-related and financial behavior-related data, 

which many enterprises could use to leverage their businesses. This deters firms, as well as 

individuals, from adopting IoT for fear of privacy breaches. 

 

3.14 Ineffective Change Management 

Over the last decade, technology has immensely altered the way change happens. Once, 

change was considered transactional and thus easy to manage; now it has become radical, open-

ended, continuous and complex. In other words, it has become transformational and thus very 

difficult to carry out successfully (Anderson and Anderson, 2010). Under Industry 4.0, 

increasingly open-ended systems would be more complex than ever, and effective change 

management would be a key challenge for organizations. 

 

3.15 Lack of a Digital Strategy Alongside Resource Scarcity 

Industry 4.0 requires a consistent availability and flow of data both horizontally and 

vertically, in and across organizations (Schröder, 2016). In this context, SMEs face major 

challenges, as they face resource constraints, unlike their larger counterparts. Ahlers (2015) talks 

about the Innovation Readiness Index (IRI), developed by Pierre Audoin Consultants (PAC) in 

Germany, and states that the majority of medium-sized firms reject the use of cloud computing. 

Schröder (2016) indicates that this issue arises from the senior management of firms, as they are 

more cautious about adopting Industry 4.0 technologies. Furthermore, Ahlers (2015) argues that 

the implementation of Industry 4.0 is a strategic decision, and that reservations at the top 

management level make it potentially difficult to develop a digital strategy to implement Industry 

4.0 initiatives. 



All the barriers discussed above are summarized in Table 2.  

 

<Insert Table 2 here> 

 

Stage 2. The Grey-DEMATEL approach  

The DEMATEL method was applied in order to identify the relationships between barriers. 

The complexity of these relationships make this a particularly daunting task, especially as they 

exist in such large in numbers. It is, therefore, imperative to use multi-criteria decision-making 

(MCDM) techniques to consider the various trade-offs and contradictory objectives related to these 

relationships. DEMATEL is an advanced MCDM technique that analyzes inter-dependent 

relationships and identifies influential effects at work between significant factors (Gabus and 

Fontela, 1972). For this reason, Grey-DEMATEL was our favored approach. 

The Grey-DEMATEL procedure is explained in the following steps (adopted from Bai and 

Sarkis, 2013; Rajesh and Ravi, 2015): 

 

Step 1: Computation of the initial relation matrices 

Let n represent the number of identified barriers to the implementation of Industry 4.0 in the 

manufacturing sector, and let k represent the number of decision makers. Each respondent, k, was 

asked to evaluate the direct influence of factor i over factor j, on an integer scale of n barriers: 

where a score of 0 signifies no influence, 1 - very low influence, 2 - low influence, 3 - medium 

influence, 4 - high influence and 5 indicates a very high influence. Thus, we get k initial relation 

matrices. 

 

Step 2: Computation of the grey-relation matrix 

The integer scale results must now be modified to fit the respective grey values with higher and 

lower limit values (Deng, 1989), as shown below:  

⊗𝑥𝑥�𝑖𝑖𝑖𝑖𝑘𝑘 = �⊗ 𝑥𝑥�𝑖𝑖𝑖𝑖𝑘𝑘 ,⊗��� 𝑥𝑥�𝑖𝑖𝑖𝑖𝑘𝑘 �          (1) 

where 1 ≤ k ≤ K; 1 ≤ i ≤ n; 1 ≤ j ≤ n, and ⊗𝑥𝑥�𝑖𝑖𝑖𝑖𝑘𝑘  represents the lower limit of grey values whereas 

⊗��� 𝑥𝑥�𝑖𝑖𝑖𝑖𝑘𝑘  represents the upper limit of grey values for respondent k in terms of the relationship 

valuation between factor i and factor j. 

 

https://www.sciencedirect.com/science/article/pii/S0360835219303961#b0140
https://www.sciencedirect.com/science/article/pii/S0360835219303961#b0140


Step 3: Computation of the average grey-relation matrix (A) 

A, the average grey-relation matrix �⊗ 𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 �, can be obtained from the K grey-relation matrices 

(Rajesh & Ravi, 2015; Kose et al., 2013), as shown below: 

 ⊗𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 = �
∑  ⊗𝑥𝑥�𝑖𝑖𝑖𝑖

𝑘𝑘
𝑘𝑘

𝐾𝐾
,
∑ ⊗���𝑥𝑥�𝑖𝑖𝑖𝑖

𝑘𝑘
𝑘𝑘

𝐾𝐾
�          (2) 

𝐴𝐴 = �⊗ 𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 �          (3) 

 

Step 4: Determination of the crisp-relation matrix (Z)  

The crisp values of the grey number, ⊗𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 = �⊗ 𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 ,⊗��� 𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 �, can be obtained by using a modified 

version of the CFCS method (Xia et al., 2015; Rajesh & Ravi, 2015), as shown in the next three 

steps: 

(i) Normalization 

 ⊗ �̅�𝑥𝑖𝑖𝑖𝑖𝑘𝑘 = �⊗ 𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 − min
𝑖𝑖
⊗𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 � Δ𝑚𝑚𝑖𝑖𝑚𝑚𝑚𝑚𝑚𝑚𝑥𝑥�        (4) 

⊗ �̅�𝑥𝑖𝑖𝑖𝑖𝑘𝑘 = �⊗��� 𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 − min
𝑖𝑖
⊗��� 𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 � Δ𝑚𝑚𝑖𝑖𝑚𝑚𝑚𝑚𝑚𝑚𝑥𝑥�        (5) 

 

where 

 Δ𝑚𝑚𝑖𝑖𝑚𝑚𝑚𝑚𝑚𝑚𝑥𝑥 = max
𝑖𝑖
⊗��� 𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 − min

𝑖𝑖
⊗𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘         (6) 

(ii) Computation of a total normalized crisp value 

𝑌𝑌𝑖𝑖𝑖𝑖𝑘𝑘 = �
⊗�̅�𝑥𝑖𝑖𝑖𝑖

𝑘𝑘 �1−⊗�̅�𝑥𝑖𝑖𝑖𝑖
𝑘𝑘 �+(⊗�̅�𝑥𝑖𝑖𝑖𝑖

𝑘𝑘×⊗�̅�𝑥𝑖𝑖𝑖𝑖
𝑘𝑘 )

(1−⊗�̅�𝑥𝑖𝑖𝑖𝑖
𝑘𝑘+⊗�̅�𝑥𝑖𝑖𝑖𝑖

𝑘𝑘 )
�        (7) 

(iii) Determination of final crisp values  

𝑧𝑧𝑖𝑖𝑖𝑖𝑘𝑘 = �min
𝑖𝑖
⊗𝑥𝑥𝑖𝑖𝑖𝑖𝑘𝑘 + (𝑌𝑌𝑖𝑖𝑖𝑖𝑘𝑘 × Δ𝑚𝑚𝑖𝑖𝑚𝑚𝑚𝑚𝑚𝑚𝑥𝑥)�        (8) 

and 

𝑍𝑍 = �𝑧𝑧𝑖𝑖𝑖𝑖𝑘𝑘 �            (9) 

 

Step 5: Computation of the normalized direct crisp-relation matrix (X) 

The normalized direct crisp-relation matrix (X) can be determined from the following equations. 

Each element in this matrix lies between 0 and 1. 



S = 1
max
1≤i≤n

∑ 𝑧𝑧𝑖𝑖𝑖𝑖n
j=1

          (10) 

and 

X = S × Z            (11) 

where S is a normalization factor and Z is a crisp-relation matrix. 

 

Step 6: Computation of the total-relation matrix (T) 

The total-relation matrix (T) can be obtained from the following equation: 

       T = X × (I − X)−1          (12) 

where I represents the identity matrix. 

 

Step 7: Obtaining the causal influence and digraph diagram  

In DEMATEL, this requires three sub-steps.  

 

Step 7a: Computation of the row (𝑅𝑅𝑖𝑖) and column (𝐷𝐷𝑖𝑖) sums 

For each row (i) and column (j), the sum can be obtained from the total-relation matrix (T), as 

shown below: 

       𝑅𝑅𝑖𝑖 = �∑ 𝑇𝑇𝑖𝑖𝑖𝑖𝑚𝑚
𝑖𝑖=1 � ∀ 𝑖𝑖          (13) 

 𝐷𝐷𝑖𝑖 = �∑ 𝑇𝑇𝑖𝑖𝑖𝑖𝑚𝑚
𝑖𝑖=1 � ∀ 𝑗𝑗          (14) 

 

Step 7b: Computation of the overall prominence (𝑃𝑃𝑖𝑖) and the net effect (𝐸𝐸𝑖𝑖) 

The overall prominence (𝑃𝑃𝑖𝑖) and the net effect (𝐸𝐸𝑖𝑖) can be obtained from the following equations: 

𝑃𝑃𝑖𝑖 = �𝑅𝑅𝑖𝑖 + 𝐷𝐷𝑖𝑖� ∀ 𝑖𝑖 = 𝑗𝑗         (15) 

𝐸𝐸𝑖𝑖 = �𝑅𝑅𝑖𝑖 − 𝐷𝐷𝑖𝑖� ∀ 𝑖𝑖 = 𝑗𝑗         (16) 

The greater the value of Pi the greater the overall prominence (i.e., the influence, importance, and 

visibility) of the factor/barrier i in terms of its total relationship with other factors and/or barriers. 

If Ei > 0, then the factor/barrier i is a net cause, or the foundation for other factors or barriers. 

These factors are known as influencing factors. If Ei < 0, then factor/barrier i is the net effect of 

other factors or barriers. These types of factors are known as resulting factors. This nomenclature 

is adopted from Bai and Sarkis (2013). These values may then be plotted on a two-dimensional 

axis for each factor or barrier (Tzeng et al., 2007). 



 

Step 7c: The setting of the threshold value and plotting of the digraph 

The total-relation matrix (T) shows how one barrier influences another. To avoid comparably 

negligible effects, experts, analysts, or evaluators need to set a threshold value (𝜃𝜃) (Liou et al., 

2007). If 𝑇𝑇𝑖𝑖𝑖𝑖 ≥ 𝜃𝜃, then factor/barrier i influences or causes factor/barrier j, and a directed arrow is 

incorporated into the analysis. A digraph showing causal relations can be plotted from the data 

set: �(𝑅𝑅𝑖𝑖 + 𝐷𝐷𝑖𝑖), (𝑅𝑅𝑖𝑖 − 𝐷𝐷𝑖𝑖)�∀ 𝑖𝑖 = 𝑗𝑗. 

 

4. A Real-case Application of the Proposed Model 

A case study of the barriers to the successful implementation of Industry 4.0 in French and 

Indian manufacturing firms illustrates the application of this method. First, following a 

comprehensive literature review and discussion with experts, a set of barriers was identified. Next, 

questionnaires were emailed to the French and Indian industry experts chosen for the case study. 

On receiving the responses, Grey-DEMATEL was applied and analysis was carried out, the details 

of which are outlined in Step 1 to Step 7c below. 

Our proposed approach was applied to real Indian and French companies, as these were 

deemed to accurately represent the context of developing and developed economies. Our motivation 

for choosing companies from these differing economies was to establish where the challenges they 

faced differed and where they aligned. India and France differ in their readiness to exploit the 

benefits and opportunities presented by emerging technologies, as demonstrated in their respective 

91st and 24th places in the Networked Readiness Index. The Networked Readiness Index assesses 

countries’ level of readiness to utilize the benefits of emerging technologies and capitalize on the 

opportunities offered by digital transformation (Baller et al., 2016). A comparative analysis is, 

therefore, necessary in order to compare experts’ perceived barriers to implementing Industry 4.0 

in different institutional environments. 

The chosen company based in India was Uniconverge Technologies Pvt. Ltd, established 

in 2013. It provides cost-effective IoT and other Industry 4.0 solutions to various manufacturing 

organizations. A second company, XYZ, based in France, was selected for the comparative study. 

XYZ was established in 1921 and has implemented Industry 4.0 practices over the last few years. 

XYZ has over 12 manufacturing plants. Both companies selected for the study face issues related 

to implementing Industry 4.0 solutions. The identification of barriers plays a vital role in the 



company managers’ ability to take proactive measures to ensure the smooth implementation of 

Industry 4.0 solutions. 

The application of the proposed approaches for each case company is given below. 

Step 1: A group comprising four Uniconverge members along with two XYZ workers evaluated 

the direct influence of 15 barriers. These barriers were identified with the help of a literature review 

and discussion with a set of experts. These experts each had over five years of industry knowledge 

(see Section 3.1) and were familiar with the comparison of barriers using a six-point scale. These 

experts evaluated the direct influence of one barrier over another on a linguistic scale, ranging 

from no influence to a very high influence. For these 15 criteria, the initial six (15 × 15) direct 

relationship matrices (four from the Indian firm’s experts and two from the French) composed of 

linguistic variables were formed. The grey scale used for the evaluation of the direct-relation 

matrix is shown in Table 3. 

 

<Insert Table 3 here> 

 

Step 2: We formed the six initial grey relationship matrices based on the ratings obtained from the 

six experts. These matrices are shown in Tables 4–9. 

 

<Insert Tables 4–9 here> 

 

Step 3: In this step, we carried out the aggregation, using Eq. 2. To ensure homogeneity of 

judgment, we assigned equal weight to each expert. The resulting matrices are shown in Tables 

10–11. It is important to note that two matrices were obtained from the averages. Table 10 shows 

the aggregation of the input from the four Indian experts and Table 11 shows the aggregation of 

the input from the two French experts. 

<Insert Tables 10–11 here> 

 

Step 4: We obtained the crisp-relation matrices (Z1 and Z2) for the Indian and French firms by 

using Eqs. 3–8. The matrices are shown in Tables 12 and 13. 

 

<Insert Tables 12–13 here> 



 

Step 5: We carried out normalization for the crisp-relation matrices (Z1 and Z2) by using Eq. 10 

to obtain the normalized direct crisp-relation matrices (X1 and X2), which are given in Tables 14 

and 15.  

<Insert Tables 14–15 here> 

 

Step 6: We obtained the total relation matrices (T1 and T2) by using Eqs. 11 and 12, as shown in 

Tables 16 and 17. 

 

<Insert Tables 16–17 here> 

 

Step 7: We developed the causal influence and digraph diagram in DEMATEL by using the 

following sub-steps:  

 

Step 7a: We determined the row (Ri) and column (Dj) sums for each row i and column j from the 

total relation matrices (T1 and T2) by using Eqs. 13 and 14. The row values (Di) represent the sum 

of the direct and indirect influences of implementing Industry 4.0 barrier i on the other barriers. 

Similarly, the column values (Rj) indicate the sum of the direct and indirect influences that barrier 

j is under from other barriers.  

 

Step 7b: We determined the overall prominence (𝑃𝑃𝑖𝑖) and the net effect (𝐸𝐸𝑖𝑖) for the Indian firm and 

French firm using Eqs. 15 and 16. These matrices are shown in Table 18. We identified the cause 

barriers and effect barriers (if 𝐸𝐸𝑖𝑖 > 0, then cause, otherwise effect), which are indicated in the 

column number. Using these values, we drew diagrams showing the overall prominence and causal 

relationships (Figures 2 and 3). 

 

 <Insert Table 18 here> 

 

Step 7c: In order to analyze the patterns and relationships between barriers, we created diagraphs 

(Figures 2 and 3). A possible total of 225 relationships arise from the total matrices T1 and T2. To 

filter out any comparably negligible causes and effects among the barriers, we determined a 



threshold value. We calculated the threshold value (𝜃𝜃) by considering the mean and the standard 

deviation of the elements of the total matrices T1 and T2 (𝜃𝜃 = 𝜇𝜇 + 𝜎𝜎). The arrows represent the 

cause barriers and effect barriers to implementing Industry 4.0 in the manufacturing industry. In 

the digraph, dotted lines represent two-way relationships whereas solid lines represent one-way 

relationships.  

 

5. Results and Analysis 

Three elements were analyzed in order to comprehend the findings of the research: 

prominent barriers, influencing barriers and resulting barriers. A ranking for each barrier is given 

in Table 19 and the relationships between barriers is given in Figures 2 and 3. Next, we will discuss 

the prominent barriers, followed by the influencing and resulting barriers. 

 

<Insert Table 19> 

 

5.1. Prominent Barriers 

Prominent barriers are also known as causal barriers and have a high prominence score, 

indicating a higher correlation with other barriers. These barriers have significant impacts on other 

barriers, and it is therefore crucial that managers identify and plan to resolve these barriers to allow 

for seamless implementation of Industry 4.0 in their organizations (Bai and Sarkis, 2013). 

In both countries, ‘lack of a digital strategy alongside resource scarcity (DC3)’ is the most 

prominent factor prohibiting efficient adoption of Industry 4.0. Liao et al (2018) also suggest that 

only a few countries have sufficient knowledge and clarity about digital technology. For instance, 

according to McKinsey’s report1 only 10-20% of Indian companies have a clear roadmap for 

undertaking digitization. 

Regardless of the country analyzed, the root cause of barriers to adopting Industry 4.0 

technologies is ‘lack of a digital strategy alongside resource scarcity’. Therefore, managers should 

strategically plan to guide company actions and invest in resources which will aid the transition to 

Industry 4.0. Tackling the root cause of barriers to Industry 4.0 will allow companies to thrive in 

the digital revolution. 

 
1 https://www.thehindubusinessline.com/economy/indian-firms-moving-fast-on-road-to-industry-
40/article26367177.ece  

https://www.sciencedirect.com/science/article/pii/S0360835219303961#b0035
https://www.thehindubusinessline.com/economy/indian-firms-moving-fast-on-road-to-industry-40/article26367177.ece
https://www.thehindubusinessline.com/economy/indian-firms-moving-fast-on-road-to-industry-40/article26367177.ece


India and France differ in terms of their readiness to exploit the benefits and opportunities 

of emerging technologies, at 91st and 24th place respectively in the Networked Readiness Index. 

Despite this difference, it seems that in both contexts top management should focus on concrete 

plans and roadmaps in order to effectively pursue Industry 4.0 benefits. Firms’ internal capabilities 

are resources which can be further developed in the Industry 4.0 revolution. 

This result differs slightly from Aggarwal et al. (2019), who identified – by means of the 

DEMATEL technique – that ‘management commitment’ was a prominent barrier within Indian 

firms. 

  

5.2. Influencing Barriers 

The five most critical influencing factors, with crucial effects on the implementation of 

Industry 4.0, are identified on the basis of the highest net effect or (𝑅𝑅 − 𝐷𝐷) value. In the case of 

the Indian firm, ‘lack of standards, regulations, and forms of certification (IR6)’ is the most 

important influencing factor, followed by the ‘lack of internal digital training (C3)’, ‘lack of 

infrastructure (IR7)’, ‘lack of clarity regarding the economic benefit (TR2)’, and ‘lack of a digital 

strategy alongside resource scarcity (DC3)’. The digital transformation journey could be a 

particular challenge in developing countries, such as India, if standards, regulations, and forms of 

certification (IR6) are not appropriately set, since it is the most influential barrier highlighted in 

this study. This finding is similar to Kamble’s study (2018), which also analyzed Indian firms. 

This finding indicates that ‘lack of standards, regulations, and forms of certification’ is the 

barrier that most influences the non-adoption of Industry 4.0 in the case of the Indian firm. 

Therefore, standards and government regulation are required across Indian industries which are 

looking to embrace Industry 4.0 in order to reduce this barrier. Market and regulatory 

environments also affect the Indian case for adopting Industry 4.0 technologies. 

This finding is aligned with Bogoviz et al. (2019), who state that the advancement of 

Industry 4.0 in developing countries has so far been carried out on a corporate level, dependent on 

individual corporate initiatives rather than national and coordinated policies. Because of this, 

market and regulatory environments are an influencing barrier. 

In the French context, ‘low maturity level of the desired technology (IR3)’ is the most 

important influencing factor, followed by a ‘lack of internal digital training (C3)’, ‘lack of 

standards/regulations/certification (IR6)’, ‘lack of digital skills (C1)’, and ‘risk of security 



breaches (IR2)’. These influencing factors are related to technology development and security 

issues. Therefore, managers should prioritize investment in infrastructure to support technological 

systems in order to avoid failures when implementing Industry 4.0 technologies. 

‘Low maturity level of the desired technology’ directly affects the adoption of Industry 4.0 

technologies in the French context, a barrier which could be dealt with through management 

actions; this differs from the Indian context, which relies on market and regulatory environments. 

These findings also align with Bogoviz et al. (2019), who state that developed countries 

have formulated national strategies and policies to incentivize the adoption of Industry 4.0 

technologies in their countries. As a consequence of this, companies from developing countries 

tend to have difficulties implementing Industry 4.0 technologies at the firm level, rather than 

problems arising from market and regulation environments, as is the case in developed countries.  

Therefore, improvements in standards and government regulation would facilitate the 

adoption of Industry 4.0 in the Indian case, whereas infrastructure to support technological systems 

could promote the adoption of such technologies in the French case. 

 

5.3. Resulting Barriers 

The resulting barriers are the most-influenced barriers, i.e. those which are most affected 

by other barriers. Bai and Sarkis (2013) suggest that firms can focus on these factors after 

considering other factors. The top five resulting factors, with net effect or (𝑅𝑅 − 𝐷𝐷) values below 

zero (Figure 2), are ‘high investment in Industry 4.0 implementation (TR1)’, ‘challenge in value-

chain integration (IR1)’, ‘risk of security breaches (IR2)’, ‘resistance to change (DC1)’, and ‘low 

maturity level of the desired technology (IR3)’ in the Indian context. 

While high investment, value-chain integration, security risks and resistance to change are 

critical issues, it is important to recognize that all these issues arise at later stages, at which point 

organizations are already internally capable of adopting and implementing Industry 4.0. These 

circumstances apply to developing nations, where the significant barriers are those that influence 

other barriers and are mainly related to internal capability issues. 

In the French context, the top five resulting factors are ‘ineffective change management 

(DC2)’, ‘high investment in Industry 4.0 implementation (TR1)’, ‘resistance to change (DC1)’, 

‘challenges in value-chain integration (IR2)’ and ‘lack of a digital strategy alongside resource 

scarcity (DC3)’. 



As shown in Figures 2 and 3, many factors have a substantial influence on resulting factors; 

for example, numerous arrows point to high investment in Industry 4.0 implementation (TR1) and 

to challenges in value-chain integration (IR1). Firms must develop appropriate strategies to tackle 

different factors, and resulting factors should be considered only after the key influences have been 

dealt with. Thus, firms should first prioritize the reduction or the elimination of the most prominent 

barrier – ‘lack of a digital strategy alongside resource scarcity (DC3)’ – before tackling the 

resulting barriers; primarily ‘high investment in Industry 4.0 implementation (TR1)’. 

 

5.4. Sensitivity Analysis  

A sensitivity analysis was conducted to investigate how cause-effect relations change by 

assigning different weights to the experts consulted. Due to differences in the experts’ total 

industry experience, the results may suffer from biases. In order to ensure robustness, we 

conducted this analysis by assigning different weights to the experts under different scenarios. In 

the basic scenario, all experts are assigned equal weights. In sensitivity scenarios for the Indian 

respondents, the weight of one expert is two times the equal weights of the other three experts. For 

example, in the first scenario, the weight of the first expert is two times the equal weights of the 

other three experts. The cause-and-effect parameters and rankings based on the net effect for all 

the barriers in the Indian manufacturing industry are similar (Figure 4). In the case of the French 

firm, the two experts had the same number of years’ experience; we therefore assigned them equal 

weights without further sensitivity analysis. The results of the sensitivity analysis suggest that the 

orders of the rankings are similar in all the scenarios, with a negligible order of exception. This 

shows that the results are robust and do not have any significant human bias. 

 

<Insert Figure 4 here> 

 

6. Conclusion  

The implementation of Industry 4.0 is the prime agenda for developing as well as 

developed economies in the context of the manufacturing industry. To reduce the risk of failure 

related to implementation, 15 barriers were identified based on a comprehensive literature review 

and discussion with experts from both developed and developing economies. The study highlights 

how the impacts of these barriers are different in developed and developing economies. 



Furthermore, we examined the relationships between the barriers by utilizing a hybrid approach, a 

combination of Grey Set Theory and DEMATEL. This approach proved useful when integrating 

the perceptions and perspectives of various companies and experts, and divides a set of complex 

factors into cause-and-effect groups through a causal diagram and digraphs. 

The factor ‘lack of a digital strategy alongside resource scarcity (DC3)’ emerged as the 

most prominent barrier in both developed and developing economies. It is therefore clear that 

managers should create roadmaps and plan strategically in order to guide actions and investment 

in resources to facilitate the transition to Industry 4.0. Tackling the root causes behind the barriers 

to the adoption of Industry 4.0 should prove an effective way of thriving in the digital revolution. 

The most important influencing factors identified in the context of developing economies 

were ‘lack of standards, regulations, and forms of certification (IR6)’, whereas the most important 

influencing factor in the developed economy was the ‘low maturity level of the desired technology 

(IR3)’. In the French context, the influencing barrier can be tackled by company management, in 

contrast with the Indian firm, which is reliant on market and regulatory environments. Therefore, 

improvements in standards and government regulation could facilitate the adoption of Industry 4.0 

in the case of the Indian firm, whereas infrastructure to support technological systems could 

promote the adoption of Industry 4.0 technologies in the French company. 

 These findings are aligned with Bogoviz et al.’s 2019 study, which states that developed 

countries have formulated national strategies and policies for incentivizing Industry 4.0 

technologies, whereas developing countries have adopted Industry 4.0 technologies on a corporate 

level, relying on individual corporate initiatives rather than national and coordinated policies. The 

influencing barriers in developed and developing countries differ due to divergent policies for the 

advancement of Industry 4.0.  

 

6.1 Contributions 

The key contributions of this paper are as follows. First, it identifies the barriers to 

implementing Industry 4.0 in the manufacturing industry in the context of developed and 

developing economies, comparing the findings based on features of each type of economy. Second, 

it analyzes the causal relationships between 15 barriers using Grey-DEMATEL. This technique 

can identify the total degree of influence each barrier has over the other barriers, and provides 

better decoding of uncertainty and vagueness in the responses of experts, providing improved 



analysis compared with the application of ISM techniques. Finally, it raises the issue that 

challenges to the diffusion of technological innovation in developing countries may prevent firms 

from fully benefiting from the Industry 4.0 revolution. Thus, public policies and industrial clusters 

should be nurtured in developing countries, focusing mainly on standards and government 

regulation, in order to facilitate the adoption of Industry 4.0 

 

6.2 Implications 

The results presented in this paper make several research contributions as well as providing 

implications for policy and management. The barriers identified in this study may serve as a guide 

for managers, as it comprehensively covers the possible barriers related to implementing Industry 

4.0. Firms should formulate appropriate strategies to achieve a higher degree of success in 

implementation. Our results reveal that managers should consider enhancing firms’ internal 

capabilities in order to overcome the challenges of implementing Industry 4.0. It is interesting to 

note that internal capability is a central issue, regardless of whether the firm is in a developed or a 

developing economy. In order to enhance internal capability, top management should focus, in 

particular, on building roadmaps and planning strategically to invest in suitable resources. 

Consulting companies could help firms to prioritize their allocation of resources.  

Developing countries should continue to create programs to promote the transition towards 

Industry 4.0 technologies, in order to help firms to deal with barriers such as ‘lack of standards 

and government regulation’.  

Some limitations and concerns arising from this study provide further research 

opportunities. For example, our analysis is based on a limited number of experts. For a 

generalization of the research findings, more responses from multiple industries could be collected 

and analyzed. Furthermore, other MCDM techniques could be applied to enable a comparison with 

the results of our study. In this paper, we investigated barriers to Industry 4.0 implementation. To 

help overcome these barriers, future researchers could analyze different enabling factors for 

Industry 4.0 implementation. 
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